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Editor’s View

After waves of concern and optimism about the 
impact of machine learning, the real work begins.

Putting AI to work 
in radiology

Radiologists have gone through a huge swing of emotions 
when it comes to artificial intelligence.

Two years ago at the annual meeting of the Radiologi-
cal Society of North America, the pervasive feeling was 
apprehension. Before the conference, some articles 
surfaced suggesting that the use of computer technology 
would eliminate the need for radiologists, because 

computers could handle all interpretation of images.
I’m not sure where this paranoia landed on the Gartner Hype Cycle, but there 

was palpable pushback against the threat of AI.
Fast forward to the next year, when some of those fears subsided. More 

vendors were touting the potential of AI and how it would fit into future 
applications.

Now, some leading healthcare organizations are beginning to employ AI and 
machine learning to automate processes that help detect abnormal structures 
in images. While the eventual goal is to assist radiologists in more effectively 
detecting and tracking the progression of diseases, IT executives are beginning 
to grapple with some of the inherent challenges, writes Linda Wilson in this 
issue’s cover story.

Her reporting finds that there now are numerous algorithms in various stages 
of development and in the FDA approval process, and experts believe there 
could eventually be hundreds or even thousands of AI-based apps to improve 
the quality and efficiency of radiology. 

Now, the trick becomes incorporating AI into the workflows of radiologists so 
they fit seamlessly into their workday. That’s the focus of providers currently, 
Wilson writes—moving advanced technologies from experimentation into 
actual production.

—Fred Bazzoli
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Newsline

Under HIPAA, patients have the right to 
obtain a copy of their medical records. 
However, hospitals are making it difficult 
for them, according to a research team 
led by the Yale School of Medicine that 
evaluated the current state of medical 
records request processes at 83 top-
ranked U.S. hospitals in 29 states.

Their study, published in October in 
JAMA Network Open, showed “discrep-
ancies” in the information provided to 
patients regarding hospitals’ respective 
medical records release processes as 
well as noncompliance with federal 
regulations.

HIPAA guarantees patient access to 
protected health information in a timely 
manner, in a patient’s preferred format, 

and at a reasonably low processing fee.
The study found that just 53 percent 

of the hospitals indicated an option for 
patients to acquire their entire medical 
record. There were also discrepancies 
between the information hospitals 
provided over the phone versus on their 
request forms about the formats in 
which patients could request their 
records to be released. 

In addition, 58 percent of the 
hospitals charged fees for releasing the 
records above the federal recommen-
dation of $6.50 for medical records 
housed electronically, with one hospital 
charging as much as $541.50 for a 
200-page record. 

“There were overwhelming inconsis-

tencies in information relayed to 
patients regarding the personal health 
information they are allowed to request, 
as well as the formats and costs of 
release, both within institutions and 
across institutions,” says Carolyn Lye, 
the study’s first author and a student at 
the Yale School of Medicine. “We also 
found considerable noncompliance 
with state and federal regulations and 
recommendations.”

Co-author Harlan Krumholz, MD, 
says the study involved scripted phone 
interviews with the hospitals’ medical 
records departments in a simulated 
patient experience. “In three hospitals, it 
was not even possible to get ahold of 
any person,” he notes.  □ 

Patients struggle to get their records
Hospitals levy lofty charges for access and generally don’t comply with federal regs. 

By Greg Slabodkin

Coalition aims to aid access

FHIR adoption gains steam

Medical records

Data sharing

A coalition of healthcare organizations and 
technology companies has developed a 
prototype tool to make it easier for patients and 
families to get copies of their medical records.

While HIPAA gives individuals or another 
designated person the right to receive copies of 
their health information, providers and payers 
haven’t always made that task easy, typically 
requiring filling out paperwork and erecting 
barriers, such as excessive fees, to obtaining 
electronic formats of the data that can be 
placed in an app or other location.

The new tool, called the Health Record 
Request Wizard, was built by technology vendor 
X4 Health with funding from consumer advo-
cates, as well as additional financial support 
from the Commonwealth Fund.

“The Wizard is a game-changer for patients, 

The adoption of HL7’s emerging Fast Healthcare 
Interoperability Resources standard for sharing 
electronic medical information has reached 
critical mass, says the Office of the National 
Coordinator for Health Information Technology. 

“New analysis shows that the United States 
might be at a turning point when it comes to the 
adoption and implementation of [FHIR],” the 
agency states. “Using CMS and ONC data, we 
analyzed how health IT developers used FHIR to 
meet 2015 Edition certification requirements. 
Additionally, we assessed how hospitals and 
clinicians’ access to 2015 Edition certified-APIs 
vary across the U.S.”

The agency found that about 32 percent of the 
health IT developers certified to “Application 
access—data category request” published that 
they are using FHIR Release 2, while almost 51 
percent of developers are using a version of FHIR 
combined with OAuth 2.0 for authentication.
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tencies in information relayed to 
patients regarding the personal health 
information they are allowed to request, 
as well as the formats and costs of 
release, both within institutions and 
across institutions,” says Carolyn Lye, 
the study’s first author and a student at 
the Yale School of Medicine. “We also 
found considerable noncompliance 
with state and federal regulations and 
recommendations.”

Co-author Harlan Krumholz, MD, 
says the study involved scripted phone 
interviews with the hospitals’ medical 
records departments in a simulated 
patient experience. “In three hospitals, it 
was not even possible to get ahold of 
any person,” he notes.  □ 

Patients struggle to get their records
Hospitals levy lofty charges for access and generally don’t comply with federal regs. 

By Greg Slabodkin

Coalition aims to aid access

FHIR adoption gains steam

Medical records

Data sharing

A coalition of healthcare organizations and 
technology companies has developed a 
prototype tool to make it easier for patients and 
families to get copies of their medical records.

While HIPAA gives individuals or another 
designated person the right to receive copies of 
their health information, providers and payers 
haven’t always made that task easy, typically 
requiring filling out paperwork and erecting 
barriers, such as excessive fees, to obtaining 
electronic formats of the data that can be 
placed in an app or other location.

The new tool, called the Health Record 
Request Wizard, was built by technology vendor 
X4 Health with funding from consumer advo-
cates, as well as additional financial support 
from the Commonwealth Fund.

“The Wizard is a game-changer for patients, 

families and healthcare providers alike,” says 
Christine Bechtel, co-founder and president of 
X4 Health. “This tool will help bring an outdated 
process into the 21st century and make it easier 
to obtain and organize health records in 
electronic formats.”

Developers included the American Health 
Information Management Association, advocates 
of real-time data exchange, vendors, and patients 
and families. The prototype is live, and an imple-
mentation package is available.

 Other organizations backing the Wizard include 
CareJourney, Carin Alliance, Citizen, Ciox, Door 
County Medical Center, Marshfield Clinic, National 
Partnership for Women & Families, NewWave, 
Norton Healthcare, Swellbox, Texas State University 
and University of Wisconsin.

—Joseph Goedert 

The adoption of HL7’s emerging Fast Healthcare 
Interoperability Resources standard for sharing 
electronic medical information has reached 
critical mass, says the Office of the National 
Coordinator for Health Information Technology. 

“New analysis shows that the United States 
might be at a turning point when it comes to the 
adoption and implementation of [FHIR],” the 
agency states. “Using CMS and ONC data, we 
analyzed how health IT developers used FHIR to 
meet 2015 Edition certification requirements. 
Additionally, we assessed how hospitals and 
clinicians’ access to 2015 Edition certified-APIs 
vary across the U.S.”

The agency found that about 32 percent of the 
health IT developers certified to “Application 
access—data category request” published that 
they are using FHIR Release 2, while almost 51 
percent of developers are using a version of FHIR 
combined with OAuth 2.0 for authentication.

“While the 32 percent may seem low, the 
estimated market share of the health IT 
developers using FHIR is large,” wrote ONC’s 
Steve Posnack and Wes Barker in a blog, which 
included a table showing the 10 certified HIT 
developers with the largest market share across 
hospitals and clinicians—eligible for participa-
tion in the CMS Promoting Interoperability 
Programs—and the FHIR version each developer 
includes in their 2015 Edition certified health IT.

Posnack, director of ONC’s Office of Stan-
dards and Technology, and Barker, a program 
analyst at HHS, report that approximately 82 
percent of hospitals and 64 percent of clinicians 
use these developers’ certified products.

“While these data are encouraging, it’s not 
time to pop any champagne,” concludes Posnack 
and Barker. “Industry-wide, much work remains, 
from standards development to implementation.”

 —Greg Slabodkin 

Patient ID 
rules eyed
New guidance from 
the Joint Commission 
focuses on ways to 
consider when relying 
on human or technol-
ogy factors to 
positively identify 
patients.
Gerald Castro, 
project director of 
patient safety 
initiatives at the Joint 
Commission, calls for 
healthcare profes-
sionals to receive 
adequate training 
and to conduct 
reliable procedures, 
contending that 
accurate patient 
identification is a 
shared responsibility 
of all stakeholders.
The Joint Commis-
sion guidance lists 
nine recommended 
safety actions 
covering issues such 
as limiting distrac-
tions, using two 
identifiers to match 
the patient, stan-
dardizing identifica-
tion, and capturing 
patient information 
no matter where 
registration occurs.
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Newsline

Docs aim ire at EHRs

Epic is live at all Mayo sites

Physician groups

EHRs

About 70 percent of physicians wouldn’t 
recommend their profession as a career, with 
electronic health record systems being a major 
source of dissatisfaction.

Dissatisfaction with the profession is so high that 
more than half of physicians say they are contem-
plating retirement within the next five years—in-
cluding a third of those under the age of 50.

Results of the nationwide Future of Healthcare 
Survey, by The Doctors Company, were based on 
more than 3,400 physicians, and showed 
significant unhappiness with the current state of 
EHRs and how they affect delivery of healthcare.

In fact, the survey collected 2,291 written 
responses voicing physicians’ frustration at how 
EHRs and value-based care and reimbursement 
(pay for performance) are compromising the 
traditional doctor-patient relationship.

Some 54 percent of respondents say they 
believe EHRs have had a negative impact on the 
physician-patient relationship. Researchers say 
doctors are concerned that EHRs are burden-
some and distracting during patient interaction.

Additionally, 61 percent of responding 
physicians reported that they believe EHRs are 
having a negative impact on their workflow, with 
many suggesting EHR requirements are a major 
cause of burnout. An identical percentage 
believe record systems have a negative impact 
on efficiency and productivity.

Part of their frustration comes from interac-
tions with the vendors supplying the systems. 
Nearly seven out of eight physicians (86 percent) 
reported a neutral or negative experience with 
EHR vendors.

 —Fred Bazzoli 

The Mayo Clinic has completed its installation of 
a single, integrated Epic electronic health record 
and revenue cycle management system at its 
Arizona and Florida campuses.

The October 6 go-live was the fourth and 
final planned implementation across the 
enterprise, which began last year with Mayo 
Clinic Health System Wisconsin and Mayo Clinic 
Health System Minnesota—followed by the 
install earlier this year at the Mayo Clinic 
campus in Rochester, Minn.

Steve Peters, MD, Mayo Clinic’s chief medical 
information officer, says the implementations at 
the Arizona and Florida campuses were 
conducted simultaneously.

“They were on the same version of their 
legacy record, and it made the most sense to 
bring them up at the same time,” comments 
Peters, co-chair of the Plummer Project—the 
official name of the Epic rollout dubbed in honor 

of Henry Plummer, MD, who created the world’s 
first patient-centered, unified health record at 
Mayo Clinic more than a century ago.

Mayo’s Plummer Project has replaced scores of 
separate EHRs and revenue cycle management 
systems with one system, according to Peters.

“We had literally hundreds of smaller depart-
mental system and revenue cycle systems that 
will be sunset,” he adds. “Having a single system 
allows us to diffuse our best practices and 
disseminate our knowledge—examples of 
clinical decision support, disease-based order 
sets and registries of complex conditions are 
now all in one system. It allows us to deliver 
consistent care in a very efficient way.” 

Overall, the Mayo Clinic took about three 
years—from approval to implementation—to 
complete the health IT modernization project, at 
a price tag of about $1.5 billion, Peters says.

 —Greg Slabodkin 

Cleveland 
Clinic picks 
Oracle
The Cleveland Clinic 
plans to roll out a 
cloud-based Oracle 
healthcare platform 
at its U.S. and 
international 
locations to enhance 
enterprise resource 
planning and supply 
chain management. 
Oracle Enterprise 
Resource Planning 
Cloud and Oracle 
Supply Chain 
Management Cloud 
will be implemented 
in phases, starting 
with Cleveland Clinic 
London in 2019, 
followed by Cleve-
land Clinic’s domestic 
facilities in 2020. The 
system will also be 
installed later at its 
Abu Dhabi and 
Toronto locations.
According to Simrit 
Sandhu, executive 
director of opera-
tions-materials 
management, this is 
the first time the 
Cleveland Clinic has 
adopted Oracle’s 
technology.
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Washington Report

The Department of Defense and 
Department of Veterans Affairs have 
pledged to align their agencies’ 
respective plans to create a common 
Cerner electronic health record system.

Defense Secretary James Mattis and 
VA Secretary Robert Wilkie have signed 
a joint statement committing to the 
implementation of a “single, seamlessly 
integrated electronic health record that 
will accurately and efficiently share 
health data between our two agencies 
and ensure health record interoperabili-
ty with our networks of supporting 
community healthcare providers.”

The pledge comes on the heels of 
criticism from Congress that while the 

VA’s planned EHR acquisition calls for 
aligning the deployment and imple-
mentation of its Cerner system with 
DoD’s ongoing rollout of its own 
system—called MHS GENESIS—the two 
agencies must do a better job of 
coordinating their activities to ensure 
interoperable systems.

“The importance, magnitude, and 
overall financial investment of our EHR 
modernization efforts demand the 
alignment of plans, strategies, and 
structure across the two departments,” 
according to the joint statement signed 
by Mattis and Wilkie. “To this end, the 
DoD and VA will institute an optimal 
organizational design that prioritizes 

accountability and effectiveness, while 
continuing to advance unity, synergy, 
and efficiencies between our two 
departments.”

To better coordinate their activities, 
Mattis and Wilkie have committed to 
developing a “more efficient overall 
construct and plan of execution” includ-
ing: an accountability mechanism that 
facilitates coordinated decision making 
and oversight; an organizational structure 
that supports delivery of a single, 
seamlessly integrated EHR that maximiz-
es commercial health record interopera-
bility; and optimally coordinated clinical 
and business workflows, operations, data 
management and technology solutions. □ 

DoD, VA pledge to align EHR efforts
Agencies commit to pursue a ‘single, seamlessly integrated electronic health record.’

By Greg Slabodkin

Quick Apple Watch App OK

Telemed limits hit rural care
REIMBURSEMENT

The Food and Drug Administration’s fast 
approval of new mobile medical apps designed 
for the Apple Watch is raising eyebrows among 
FDA observers who say the tech behemoth got 
preferential treatment.

In two separate letters dated September 11, the 
FDA granted two different “de novo decisions” in 
Apple’s favor, according to Bradley Merrill 
Thompson, an attorney at Washington-based law 
firm Epstein Becker Green who counsels medical 
device companies on regulatory issues. 

What’s “remarkable” about the fast response, 
says Thompson, is that Apple apparently filed its 
electrocardiogram (ECG) clearance application 
on August 14 and the Irregular Rhythm Notifica-
tion Feature application on August 9.

Thompson notes that these requests are for 
first-of-a-kind devices and as a result typically 
take longer to approve than a follow-on device 
cleared through the 510(k) process.

“FDA’s goal with regard to reviewing de novo 
submissions is for FDA to ‘issue a decision within 
150 FDA days of receipt of the submission 

The Centers for Medicare and Medicaid Services 
must remove restrictions that hamper Medicare 
providers’ ability to offer telehealth services.

Chief among those limitations, according to 
Morgan Reed, executive director of the Connect-
ed Health Initiative, is the fact that the Medicare 
program’s reimbursement for telemedicine is 
anemic—which he says is hurting rural health-
care in America and negatively affecting 
beneficiaries’ health outcomes.

“What’s going on that rural caregivers can’t 
better engage with patients using the tools that 
every single one of you currently have in the 
palm of your hand or on your wrist?” asked Reed 
during testimony in September before a Senate 
subcommittee hearing, pointing out that CMS 

FDA
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accountability and effectiveness, while 
continuing to advance unity, synergy, 
and efficiencies between our two 
departments.”

To better coordinate their activities, 
Mattis and Wilkie have committed to 
developing a “more efficient overall 
construct and plan of execution” includ-
ing: an accountability mechanism that 
facilitates coordinated decision making 
and oversight; an organizational structure 
that supports delivery of a single, 
seamlessly integrated EHR that maximiz-
es commercial health record interopera-
bility; and optimally coordinated clinical 
and business workflows, operations, data 
management and technology solutions. □ 

DoD, VA pledge to align EHR efforts
Agencies commit to pursue a ‘single, seamlessly integrated electronic health record.’

By Greg Slabodkin

Washington Report

Quick Apple Watch App OK

Telemed limits hit rural care
REIMBURSEMENT

The Food and Drug Administration’s fast 
approval of new mobile medical apps designed 
for the Apple Watch is raising eyebrows among 
FDA observers who say the tech behemoth got 
preferential treatment.

In two separate letters dated September 11, the 
FDA granted two different “de novo decisions” in 
Apple’s favor, according to Bradley Merrill 
Thompson, an attorney at Washington-based law 
firm Epstein Becker Green who counsels medical 
device companies on regulatory issues. 

What’s “remarkable” about the fast response, 
says Thompson, is that Apple apparently filed its 
electrocardiogram (ECG) clearance application 
on August 14 and the Irregular Rhythm Notifica-
tion Feature application on August 9.

Thompson notes that these requests are for 
first-of-a-kind devices and as a result typically 
take longer to approve than a follow-on device 
cleared through the 510(k) process.

“FDA’s goal with regard to reviewing de novo 
submissions is for FDA to ‘issue a decision within 
150 FDA days of receipt of the submission 

for…50 percent of de novo requests received in 
FY 2018,’” according to Thompson. “That means 
it’s expected that the other 50 percent will take 
longer than 150 days. FDA cleared not one but 
two Apple de novo reviews in fewer than 30 
days. That’s remarkable.”

While Thompson acknowledges that the time 
for FDA review can be shortened by having 
significant discussions and data sharing with a 
vendor in advance of an actual filing, he 
contends that it is “extremely rare to have a 
review that is less than 30 days.”

In addition, Thompson is suspicious about the 
timing of the letters—one day prior to Apple’s 
September 12 launch event for the new products.

An FDA spokesperson provided a written 
statement in response to a query from HDM: 
“While we cannot comment on specific interac-
tions with a company, the FDA’s premarket 
decision is made after the submitter has 
demonstrated reasonable assurance of the 
safety and effectiveness of a device.”

—Greg Slabodkin

The Centers for Medicare and Medicaid Services 
must remove restrictions that hamper Medicare 
providers’ ability to offer telehealth services.

Chief among those limitations, according to 
Morgan Reed, executive director of the Connect-
ed Health Initiative, is the fact that the Medicare 
program’s reimbursement for telemedicine is 
anemic—which he says is hurting rural health-
care in America and negatively affecting 
beneficiaries’ health outcomes.

“What’s going on that rural caregivers can’t 
better engage with patients using the tools that 
every single one of you currently have in the 
palm of your hand or on your wrist?” asked Reed 
during testimony in September before a Senate 
subcommittee hearing, pointing out that CMS 

reimburses $1 trillion a year for Medicare but 
spends a paltry $29 million on telehealth.

“Constituents in rural America face serious 
challenges in getting cost-effective quality 
care—people are too far away from healthcare 
services that cost, frankly, too much, and it’s 
likely to get worse,” testified Reed. “While 20 
percent of Americans live in rural areas, only 10 
percent of physicians practice there.”

To address the problem, he urged lawmakers 
to support legislation that empowers CMS to 
ease access to telehealth where it is fiscally and 
clinically responsible to do so. Specifically, Reed 
called for the passage of the Creating Opportu-
nities Now for Necessary and Effective Care 
Technologies (CONNECT) for Health Act. —G.S.

Fed grants 
aimed at 
disasters
The Department of 
Health and Human 
Services is awarding 
grants to demon-
strate the potential 
effectiveness and 
viability of building 
regional disaster 
health response 
systems.
Nebraska Medicine 
and Massachusetts 
General Hospital 
have each received 
$3 million grants 
from the agency to 
conduct initial pilot 
programs, because 
major disasters can 
surpass the level of 
medical care 
availability in a 
community.
Regional Disaster 
Health Response 
Systems are envi-
sioned to work with 
local healthcare 
coalitions and trauma 
centers to create a 
tiered system of 
disaster care that 
integrates local 
medical response 
capabilities with 
emergency medical 
services, burn centers, 
pediatric hospitals, 
laboratories and 
outpatient services.

FDA
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By Linda Wilson

Algorithms based on machine learning 
and deep learning, intended for use in 
diagnostic imaging, are moving into 
the commercial pipeline.

However, providers will have to 
overcome multiple challenges to 
incorporate these tools into daily 
clinical workflows in radiology.

There now are numerous algorithms 
in various stages of development and 
in the FDA approval process, and 
experts believe there could eventually 
be hundreds or even thousands of 
AI-based apps to improve the quality 
and efficiency of radiology.

The emerging applications based on 
machine learning and deep learning 
primarily involve algorithms to auto-
mate radiology processes such as 
detecting abnormal structures in 
images, such as cancerous lesions and 
nodules. The technology can be used 
on a variety of modalities, such as CT 
scans and X-rays. The goal is to help 
radiologists more effectively detect and 
track the progression of diseases, 

giving them tools to enhance speed 
and accuracy, thus improving quality 
and reducing costs.

While the number of organizations 
incorporating these products into daily 
workflows is small today, experts 
expect many providers to adopt these 
solutions as the industry overcomes 
implementation challenges.

For example, Signify Research 
predicts that the worldwide market for 
machine learning software in medical 
imaging to “automate detection, 
quantification, decision support and 
diagnosis” in radiology will exceed $2 
billion by 2023, according to a report 
released in August by the research firm, 
which is based in the United Kingdom. 

Signify says the growth of these 
types of tools will be fueled by the 
prevalence of cloud-based computing 
and storage solutions as well as the 
introduction of deep learning to 
analyze digital images.

In addition to technical factors, 
radiologists’ acceptance of AI also will 

fuel growth, according to Signify. “The 
interest and enthusiasm for AI in the 
radiologist community has notably 
increased over the past 12 to 18 months, 
and the discussion has moved on from 
AI as a threat to how AI will augment 
radiologists,” says Simon Harris, a 
principal at Signify.

Data dump
Radiologists’ growing appreciation for 
AI may result from the technology’s 
promise to help the profession cope 
with an explosion in the amount of 
data for each patient case.

“As our systems improve, we start to 
acquire more and more images,” says 
Matt Dewey, CIO of Wake Radiology, 
which operates outpatient imaging 
centers in the Raleigh-Durham, N.C., 
area. One example is mammography, 
which is evolving from 2D to 3D 
imaging, he says. “We go from a study 
that used to be 64 megabytes for a 
normal, standard study to about 2 gigs, 
so it just takes the radiologist much 

more time to go through. If we can find 
a way that a computer looks through it, 
it should make a difference. It can high-
light things for the radiologist.”

Radiologists also are grappling with 
the growth in data from sources outside 
radiology, such as lab tests and 
electronic medical records. This is 
another area where AI could help 
radiologists by analyzing data from 
disparate sources and pulling out key 
pieces of information for each case, 
Dewey says.

There are other issues AI could 
address as well, such as “observer 
fatigue,” which is an “aspect of radiolo-
gy practice and a particular issue in 
screening examinations where the 
likelihood of finding a true positive is 
low,” wrote researchers from Massachu-
setts General Hospital and Harvard 
Medical School in a 2018 article in the 
Journal of the American College of 
Radiology. These researchers foresee 
the utility of an AI program that could 

DERIVING VALUE 
FROM MACHINE 
LEARNING
Algorithms are expected to help radiologists do their jobs, 
but IT execs must figure out how best to deploy them.
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By Linda Wilson

fuel growth, according to Signify. “The 
interest and enthusiasm for AI in the 
radiologist community has notably 
increased over the past 12 to 18 months, 
and the discussion has moved on from 
AI as a threat to how AI will augment 
radiologists,” says Simon Harris, a 
principal at Signify.

Data dump
Radiologists’ growing appreciation for 
AI may result from the technology’s 
promise to help the profession cope 
with an explosion in the amount of 
data for each patient case.

“As our systems improve, we start to 
acquire more and more images,” says 
Matt Dewey, CIO of Wake Radiology, 
which operates outpatient imaging 
centers in the Raleigh-Durham, N.C., 
area. One example is mammography, 
which is evolving from 2D to 3D 
imaging, he says. “We go from a study 
that used to be 64 megabytes for a 
normal, standard study to about 2 gigs, 
so it just takes the radiologist much 

more time to go through. If we can find 
a way that a computer looks through it, 
it should make a difference. It can high-
light things for the radiologist.”

Radiologists also are grappling with 
the growth in data from sources outside 
radiology, such as lab tests and 
electronic medical records. This is 
another area where AI could help 
radiologists by analyzing data from 
disparate sources and pulling out key 
pieces of information for each case, 
Dewey says.

There are other issues AI could 
address as well, such as “observer 
fatigue,” which is an “aspect of radiolo-
gy practice and a particular issue in 
screening examinations where the 
likelihood of finding a true positive is 
low,” wrote researchers from Massachu-
setts General Hospital and Harvard 
Medical School in a 2018 article in the 
Journal of the American College of 
Radiology. These researchers foresee 
the utility of an AI program that could 

identify cases from routine screening 
exams with a likely positive result and 
prioritize those cases for radiologists’ 
attention.

AI software also could help radiolo-
gists improve worklists of cases in 
which referring physicians already 
suspect that a medical problem exists.

Radiologists learn of the potential 
seriousness of a given imaging study 
when a referring clinician labels it as 
STAT, explains Luciano Prevedello, MD, 
division chief in medical imaging 
informatics at Ohio State University 
Wexner Medical Center. Prevedello says 
this is not an ideal system for prioritiz-
ing workflow in radiology for two 
primary reasons. Sometimes, images 
show critical findings the ordering 
physicians did not anticipate, and even 
within the studies labeled STAT—about 
40 percent of all studies—there are 
varying degrees of urgency.

Despite the promise of machine 
learning and deep learning in radiolo-

gy, moving such algorithms from the 
realm of scientific discovery to daily 
clinical workflows involves overcoming 
practical and financial challenges.

Developing in-house solutions 
Convinced of the potential of AI 
solutions for radiology, Ohio State 
currently is focusing on developing 
algorithms through in-house research. 

Prevedello says the eight-member 
radiology-informatics team at Ohio 
State has developed an algorithm that 
prioritizes computed tomography 
images of the head based on whether 
there are critical findings. Researchers 
have configured the algorithm so it 
returns results in six seconds by 
processing CT images on a separate 
server and then sends a message about 
whether there is a critical finding for an 
imaging study to the worklist software 
within the PACS system.

The next step is to set up a clinical 
trial. “This is an important step to see if 

DERIVING VALUE 
FROM MACHINE 
LEARNING
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display output from AI algorithms.

Practical matters
In addition to IT architecture chal-
lenges, there are people issues, such 
as confronting radiologists’ skepticism 
about AI’s merits. Citing the example 
of mammography, Dewey notes that 
computer-aided detection does not 
appeal to all radiologists because they 
worry that the applications used for 
this purpose may misinterpret informa-
tion in the images.

In the case of the AI-based algo-
rithms, however, radiologists have the 
option to feed information back into 
the algorithms when they disagree with 
the results—this would enable the 
models to learn continually and 
become increasingly accurate. 

Radiologists at Wake also want to 
accept or reject the output from an 
algorithm on a specific imaging study 
before the data flows into the PACS.  As 
a result, Wake plans to revise the 
current workflow, which it is using for 
the bone age calculation, so results 
from other algorithms are not incorpo-
rated directly into the PACS but instead 
will go to a separate viewer, Northstar 
AI Explorer, from TeraRecon.  

For example, Dewey says, Wake 
Radiology plans to implement an 
algorithm, NeuroQuant, from CorTechs 
Labs, which measures the volumes of 
certain brain structures on MRI images 
to help detect dementia and neurode-
generative diseases. However, the 
algorithm does not currently consider 
data from outside sources, such as 
electronic medical records, that might 
be pertinent.

For instance, Dewey says, if a patient 
had surgery in which part of his or her 
brain was removed, that information 
must be considered before arriving at a 
diagnosis of dementia. That’s why it’s 
important for radiologists to review the 

what we developed in the lab can be 
expanded to a clinical setting,” 
Prevedello says. “If it is successful there, 
we will implement it in the clinical 
setting.” Ohio State has 65 attending 
physicians in its radiology department. 

To build the tool, researchers trained 
an algorithm using a set of 2,583 head 
images and validated the tool with a 
second data set of 100 head images. 

The team also is working to develop 
similar solutions for images of other 
body parts. “We hope to have a very 
comprehensive solution at some point,” 
he says. 

Evaluating commercial options
Other providers are venturing into the 
commercial sector to evaluate potential 
solutions.

A challenge to overcome with this 
approach is the fragmented nature of 
the emerging marketplace for these 
algorithms. “I see these small startup AI 
companies that solve one or two 
problems. They do very narrow AI, 
which is a very reasonable approach,” 
says Don Dennison, president of Don K. 
Dennison Solutions, an imaging and 
informatics consulting firm. For 
example, they may focus on just one 
disease, body part or imaging modality.

“The problem is that now there are 
many, many, many of those, or tens of 
thousands of those combinations to be 
evaluated,” Dennison suggests.

That’s one of the problems execu-
tives at Wake Radiology—which also 
reads studies for UNC REX Healthcare’s 
inpatient and outpatient radiology 
departments—are trying to solve as 
they work to bring these applications 
into daily clinical use. 

They do not want to go through the 
usual software purchase and imple-
mentation process every time they 
want to add a new algorithm. “Effec-
tively, what I needed was something 

like an app store, where I can choose 
this algorithm or that algorithm,” 
Dewey says. “I don’t want to talk to 
every company that has an algorithm. I 
want to just choose this app and know 
the platform is going to work.”

This is one of the reasons Wake 
became a beta site for a platform from 
EnvoyAI, which is designed to give 
physicians access to multiple algo-
rithms through a single solution. 

Wake Radiology is live with one 
algorithm, which determines bone age 
in pediatric patients. Senior manage-
ment chose to start with this algorithm 
because measuring bone age is “a 
pretty standard calculation,” without a 
lot nuance, Dewey says.

To set up the process, Wake Radiolo-
gy routes the pertinent imaging studies 
from its vendor-neutral archive to 
EnvoyAI’s on-premise platform, which 
anonymizes the data and routes it to the 
algorithm in the cloud. EnvoyAI then 
routes the results back to Wake’s PACS.

Ohio State’s Prevedello believes this 
type of platform solution has potential 
if AI developers are willing to customize 
their apps for multiple platforms, as is 
the case today with Google Play and 
Apple’s App store. 

In addition to EnvoyAI, Nuance Com-
munications has said it is working on 
such a platform, Nuance AI Market-
place for Diagnostic Imaging. Blackford 
Analysis also has announced a 
platform to integrate multiple algo-
rithms and make them available in 
either a PACS or image viewer. The 
platform includes its own product, 
Smart Localizer, which automatically 
registers images, enabling radiologists 
to compare images taken at different 
times, on equipment from different 
vendors and in different modalities.

As Dennison explains, “The value 
proposition of any app store is the 
breadth and value of the apps it has 

and how easy it is to implement in 
production. The race is on to get the 
most, highest value apps installed in 
production in the most places.”

To scale these solutions, vendors are 
announcing partnerships. For example, 
Nuance has announced partners for its 
platform, such as NVIDIA, which has a 
deep learning platform, and Partners 
HealthCare. Blackford has announced 
a partnership with Intelerad Medical 
Systems, a vendor of PACS, viewers and 
related products. 

Creating open systems
Even if these platforms build sizable 
customer bases, it’s still important to 
develop standard protocols for 
communicating the types of informa-
tion these algorithms are likely to take 
in and report out, experts say. 

The need for communications 
standards will become an even bigger 
issue in the future as the AI-based 
algorithms become increasingly robust, 
analyzing and processing data from 
many sources—such as images and 
data from EHRs or wearable devices. 
Even more challenging will be the 
process of managing outputs from AI 
algorithms located throughout 
providers’ enterprises, including many 
in different clinical specialties and 
administrative areas. 

Without an open process, switching 
between platform vendors, replacing 
outdated algorithms or managing 
algorithms across multiple departments 
would be time consuming and expen-
sive for providers, experts say.

Dennison says DICOM and HL7 API 
committees are already thinking about 
how to adapt existing standards to 
incorporate outputs from AI algorithms. 
He says Integrating the Healthcare 
Enterprise (IHE) International also plans 
to develop an integration profile for 
entities that create, store, manage and 

Machine Learning
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display output from AI algorithms.

Practical matters
In addition to IT architecture chal-
lenges, there are people issues, such 
as confronting radiologists’ skepticism 
about AI’s merits. Citing the example 
of mammography, Dewey notes that 
computer-aided detection does not 
appeal to all radiologists because they 
worry that the applications used for 
this purpose may misinterpret informa-
tion in the images.

In the case of the AI-based algo-
rithms, however, radiologists have the 
option to feed information back into 
the algorithms when they disagree with 
the results—this would enable the 
models to learn continually and 
become increasingly accurate. 

Radiologists at Wake also want to 
accept or reject the output from an 
algorithm on a specific imaging study 
before the data flows into the PACS.  As 
a result, Wake plans to revise the 
current workflow, which it is using for 
the bone age calculation, so results 
from other algorithms are not incorpo-
rated directly into the PACS but instead 
will go to a separate viewer, Northstar 
AI Explorer, from TeraRecon.  

For example, Dewey says, Wake 
Radiology plans to implement an 
algorithm, NeuroQuant, from CorTechs 
Labs, which measures the volumes of 
certain brain structures on MRI images 
to help detect dementia and neurode-
generative diseases. However, the 
algorithm does not currently consider 
data from outside sources, such as 
electronic medical records, that might 
be pertinent.

For instance, Dewey says, if a patient 
had surgery in which part of his or her 
brain was removed, that information 
must be considered before arriving at a 
diagnosis of dementia. That’s why it’s 
important for radiologists to review the 

outputs of the algorithm.
Wake Radiology also plans to use 

this approach to incorporate two other 
algorithms—one for CT lung images 
and a second for chest X-rays. It also 
intends to implement a feedback 
functionality to enable radiologists to 
help train the algorithm. 

A subsequent phase of the project 
would integrate the viewer directly 
inside the PACs and integrate the 
outputs from the algorithms with 
automated dictation software, so 
radiologists won’t have to verbally 
communicate findings from the 
algorithm for their reports. 

Another practical issue is hiring IT 
staff people with the skills to trouble-
shoot problems or optimize a platform 
or application, particularly as AI 
becomes more prevalent.

Searching for a model
But perhaps, the biggest hurdle will 
involve developing a feasible economic 
model that rewards algorithm develop-
ers for their work and providers for 
using the technology.

Hoping to improve the cost-benefit 
calculation among providers mulling 
whether to purchase a commercial 
product, Zebra Medical Vision last year 
announced that it will charge $1 per 
scan for access to its current and future 
cloud-based algorithms. Zebra has 
developed a deep learning tool that 
detects liver, cardiovascular, lung and 
bone diseases in imaging studies.  

Ben Panter, CEO of Blackford 
Analysis, argues that the platform 
approach takes costs out of the system 
for both buyers and sellers. “Economi-
cal ways of deploying AI in healthcare 
are essential,” he says. “We need to 
develop more efficient ways than 
individual companies going to individu-
al hospitals trying to make a sale. That 
drives the costs up so high that we are 

never going to solve any of the 
problems in healthcare.”

However, these approaches do not 
directly address the underlying tension 
of applying these AI models to the 
current process of reading and reporting 
on imaging studies in radiology.

Dennison notes that these algo-
rithms do not replace radiologists but 
help them—a role he describes as a 
“virtual resident.” In this scenario, an 
outpatient imaging center or hospital 
has taken on a new layer of costs, but it 
hasn’t reduced the amount it pays the 
radiologist or increased the amount it 
gets reimbursed by a payer. 

This won’t work financially unless the 
new software aids radiologists’ efficien-
cy enough so they can review more 
images and produce more reports. 

That is why providers are not likely 
to fully realize the value of their 
investments in AI-powered algorithms 
until they use those tools to replace—
rather than assist—humans in some 
steps in the workflow, says Robert 
Fuller, managing partner for healthcare 
at Clarity Insights, a consulting firm 
specializing in data analytics. 

Take the example of chest X-rays 
that physicians order to screen patients 
for lung cancer, he says. After an 
algorithm determines that a given set 
of X-rays shows a negative finding, 
those results could move directly to the 
reporting phase of the process without 
review by a radiologist, while X-rays 
with abnormal findings would then be 
forwarded to radiologists to review. 

“The only way you are going to drive 
out cost is by believing in the solution 
you put in place—proving it out; feeling 
comfortable with the accuracy—and 
reducing the workload,” he says. “It is 
more about getting people’s buy-in; 
this has to be a process where people 
accept the accuracy of the solution. 
That won’t happen overnight.” ☐

and how easy it is to implement in 
production. The race is on to get the 
most, highest value apps installed in 
production in the most places.”

To scale these solutions, vendors are 
announcing partnerships. For example, 
Nuance has announced partners for its 
platform, such as NVIDIA, which has a 
deep learning platform, and Partners 
HealthCare. Blackford has announced 
a partnership with Intelerad Medical 
Systems, a vendor of PACS, viewers and 
related products. 

Creating open systems
Even if these platforms build sizable 
customer bases, it’s still important to 
develop standard protocols for 
communicating the types of informa-
tion these algorithms are likely to take 
in and report out, experts say. 

The need for communications 
standards will become an even bigger 
issue in the future as the AI-based 
algorithms become increasingly robust, 
analyzing and processing data from 
many sources—such as images and 
data from EHRs or wearable devices. 
Even more challenging will be the 
process of managing outputs from AI 
algorithms located throughout 
providers’ enterprises, including many 
in different clinical specialties and 
administrative areas. 

Without an open process, switching 
between platform vendors, replacing 
outdated algorithms or managing 
algorithms across multiple departments 
would be time consuming and expen-
sive for providers, experts say.

Dennison says DICOM and HL7 API 
committees are already thinking about 
how to adapt existing standards to 
incorporate outputs from AI algorithms. 
He says Integrating the Healthcare 
Enterprise (IHE) International also plans 
to develop an integration profile for 
entities that create, store, manage and 
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By Gienna Shaw

Anyone who’s shopped on the ecom-
merce juggernaut Amazon knows that 
the company analyzes customers’ 
shopping habits and serves up sugges-
tions for what they might like to buy 
next. If you’re looking at one type of 
product, the site can tell you how many 
customers bought a different item or 
what they bought in addition to that 
item. 

“Why can’t we do that in health-
care?” wonders Charles “Chuck” 
Christian, vice president of technology 
and engagement at the Indiana Health 

Information Exchange (IHIE). 
Organizations are “learning now how 

to standardize [data] and normalize it 
using good standards and being able 
to use that data to improve the quality 
of care and the quality of the out-
comes,” Christian says.

The next step is to serve it up to 
physicians before they even need it to 
get patients the right care at the right 
time and to use predictive analytics to 
keep populations of patients healthy, 
he contends.

If we can predict shopping prefer-

ences, we should be able to put that 
technology to work to predict when 
someone is at risk for readmission or 
might miss an appointment, adds 
Deborah Viola, vice president of data 
management and analytics at West-
chester Medical Center Health Net-
work, a nine-hospital system based in 
Valhalla, N.Y. 

“That’s what makes this work 
exciting, because it has so much 
potential,” she says.

Around the country, healthcare 
organizations are taking that next A
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Analytics help to predict 
patient predicaments
Provider organizations are using computing power to 
determine which patients need help—before crises occur.
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step—using data to predict, intervene 
and prevent health crises. The goal of 
such initiatives is to serve at-risk 
patients across the care continuum by 
reducing or eliminating gaps in care, to 
prevent readmissions or costly and 
unnecessary emergency department 
visits, and to improve population health 
with a focus on prevention for those 
who are most in need of targeted 
intervention.

Machine learning, artificial intelli-
gence and predictive analytics are 
helping healthcare in this quest. 

Opening the toolkit 
Geisinger Health System, for example, 
uses a variety of tools to power its data 
analytics program. The 13-hospital in-
tegrated system, based in Danville, Pa., 
has been analyzing historical records 
gathered over more than a decade 
using machine learning and artificial 
intelligence.
     Geisinger uses two big data 
platforms: the open-source Apache 
Hadoop and Cerner’s HealtheIntent 
platform. About 87 percent of its data 
is not discrete—it must be mined from 
the text in sources such as physician 
notes.

“We use natural language process-
ing to scan through those notes, 
looking for specific elements that we 
can extract and use for analytics 
purposes,” says CIO John Kravitz. 

Radiologists’ notes, for example, are 
rich with data about imaging results, 
such as the size of the aorta and 
deviations of the aortic wall. “We look 
at those notes again and compile that 
into a database. And if we see, for any 
reason, that the nodule is growing in 
size, that triggers events from predic-
tive analytics to identify to the sur-
geons that this patient will most likely 
have an aortic aneurysm in the near 
future,” Kravitz says.

When it was first rolled out, that 
program alone saved the lives of 27 
people, he says. 

Atrius Health also uses natural 
language processing to create queries 
and extract clinical data from free-text 
fields, using the Linguamatics platform. 
For example, it queries unstructured 
echo reports to analyze heart pump 
function to identify patients with a high 
risk of heart failure.

The initiative has enabled the 
organization to better identify gaps in 
care, says Craig Monsen, CMIO of the 
nonprofit organization, which compris-
es 32 physician practices with more 
than 800 doctors across eastern 
Massachusetts.

The organization has documented 
real-world results. In 2017, Atrius 
Health identified 92 otherwise undocu-
mented congestive heart failure and 
chronic obstructive pulmonary disease 
(COPD) patients and gained more 
than $75,000 in additional annual 
risk-adjusted revenue per disease area 
by intervening.

Nurses also benefited with a 
significant increase in the efficiency of 
their chart reconciliation process, 
Monsen says. Problem lists are more 
accurate and complete, and ACO 
reporting is simplified.

Closing gaps in care  
In addition to identifying gaps in care, 
predictive analytics offers the oppor-
tunity to identify potentially “closable 
care gaps,” Monsen says. From there, 
providers can reach out to patients, 
such as those who are likely to miss 
appointments, put off tests and proce-
dures or fail to follow discharge plans 
and medication regimens, and create 
a care plan they can engage with, he 
says.

Geisinger is also working to close 
care gaps, especially for patients with 

chronic conditions, such as COPD or 
diabetes, using its big data platforms. It 
uses the data to create electronic 
health record order sets so that the 
next time the patient presents for care 
at any point in the care continuum, 
clinicians can use those sets to take 
action to narrow or close those gaps in 
care.

HIE data identifies patients who get 
care outside of the Geisinger system to 
avoid creating unnecessary order sets. 

There’s a similar effort underway in 
Indiana—a patient-centered data hub 
alerts IHIE members if one of their 
patients shows up in a medical location 
outside of the state. The exchange can 
request that clinical data and serve it 
up to physicians.

“We’re gathering data from the full 
landscape of healthcare,” Christian 
says. 

Predicting readmission risk  
Westchester Medical Center puts 
data analytics to work to develop a 
readmission risk prediction model. 
The data analytics teams at WMC 
and three-hospital Bon Secours 
Charity Health System, which is part 
of the WMC network, used artificial 
intelligence and machine learning 
to analyze historical data on patient 
discharges and 30-day inpatient read-
missions to identify patients who were 
more likely to readmit and determine 
what they had in common, using data 
analytics firm Health Catalyst and the 
open-source machine learning soft-
ware Healthcare.ai. 

The risk models include 24 variables 

Predictive analytics offers 
the opportunity to identify 
potentially closeable caps in 
care.
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gist’s panel might include about 7 
percent of patients on opioids, the 
goals for others, including primary care 
physicians, are much lower—from 1 
percent to 2 percent. The system flags 
outliers.

From there, the organization 
intensified its focus on nonopioid pain 
treatments for patients, launching 
awareness programs for physicians and 
patients alike. For example, surgeons or 
surgical staff now explain the risks and 
alternative pain treatments to patients 
and their families before surgery. If a 
patient insists, they get a three-day 
prescription. An enterprise e-prescrib-
ing system helped to reduce forged or 
stolen prescriptions and saved a 
significant amount of time, money and 
effort, he adds.

“I’m not saying we will never 
prescribe opioids again—we don’t 
restrict prescriptions for stage 4 cancer 
patients, for example. But we do want 
to reduce it,” Kravitz says.

Predictive analytics’ future 
Geisinger and other healthcare orga-
nization see the future of predictive 
analytics in genomic data. It could, for 
example, help identify patients who 
have a propensity for opioid addiction, 
Kravitz says. 

“The industry is trying to identify 
those patients who have a proclivity for 
becoming addicted before they get 
addicted,” adds IHIE’s Christian.

In Nevada, a large population health 
study aims to combine clinical, 
socioeconomic, environmental and 
genetic screening data, using analytics 
to identify correlations that impact 
health, from opioid addiction to 
cardiovascular disease. 

The Healthy Nevada program is run 
by the Renown Institute for Health 
Innovation, a collaboration between 
the integrated Renown Health network 

that were most predictive of readmis-
sions within 30 days, including age, 
type of diagnosis at first encounter, and 
chronic conditions, such as diabetes or 
COPD. 

“We look for associations and 
relationships; we run regression models 
to figure out what factors might be 
more likely to contribute to an out-
come,” WMC’s Viola says. 

“So when you take this approach, it 
can fill those critical gaps in chronic or 
preventative care by focusing your 
resources and attention on those 
patients who, when they’re discharged, 
may have a higher readmission risk 
score.

“So then you can say, ‘What is it we 
need to do to help that individual or to 
ensure that individuals are not going to 
readmit to us, especially if that’s not 
the right pathway to their care?’”

The model is 17 percent more 
accurate than widely used readmission 
risk models in identifying patients at 
high risk and low risk for readmission 
within 30 days, in part because it’s 
based on data from WMC’s own 
patient population. 

“The key to health systems taking 
this on and learning from their own 
patient databases is that we can really 
reflect the characteristics of our patient 
populations. We’re not relying on these 
generic risk model algorithms that 
weren’t trained on our population. So 
we’re more likely to capture those 
factors that put our folks at risk for 
preventable readmission,” Viola says. 

“By having this risk score, you have a 
sense of the patient that’s more urgent, 
so we can look at high-risk patients 
and also the rising-risk patients,” Viola 
says. 

The customized risk model reduced 
false positives by 30 percent and also 
increased true positives, ensuring that 
critical resources are going to the right 

patients, Viola says. It also saves 
time—previously, care team members 
were pulling data from multiple sources 
and “triangulating” it on their own. 
Validated data on high- and rising-risk 
patients saved more than 1,200 hours 
per year. 

“After we run this through and get a 
better sense of what variables are 
significant for our population, we use 
our own analytics platform, and we can 
bring in other data, such as clinical and 
billing data, against subgroups of 

patients to ensure we’ve identified the 
right factors,” Viola adds. Machine 
learning ensures the algorithms 
continue to improve.  

More accurate, more accessible data 
enables care managers to follow up 
with at-risk patients faster—usually 
within seven days—to connect patients 
with appointments and services to help 
that will help prevent unnecessary 
emergency department visits and 
readmissions.

“If we can automate, if we can help 
them so that the hours they have are 
with direct patient care, that’s what we 
should be doing,” Viola says. 

Leaders who are pondering how to 
duplicate this kind of effort should 
“think about how they can use the 
technology … and what influence 
technology can have in advancing the 
work we need to do in health systems,” 
she adds.

Working hand in hand with the 
clinical team is also important.  “We 
just help build [the models], but the 
actual validation and operationalizing 
and information is really done by those 
teams,” she says. “This is such a 

collaborative process. That’s what 
really makes this work.”

Harnessing data 
Predictive models like WMC’s can also 
pull in data about determinants of 
health, from demographic and socio-
economic information to patient-gen-
erated data—and identify patients who 
are potentially susceptible to anything 
from heart failure to missed appoint-
ments. 

“There are a lot of populations at 
greater risk, in part because of access 
issues,” Viola says. “If we can under-
stand more about those patients, we 
can do more. We want to make sure 
patients get the care they need.”

Geisinger, meanwhile, is using its 
considerable data analytics power to 
tackle the opioid crisis in its region, 
reducing opioid prescribing rates by 
about 65 percent. 

After an analysis of 942 Geisinger 
patients who overdosed on opioids 
found a steep increase in the use of 
acute care—especially expensive ED 
services—before an overdose, the orga-
nization used data from its EHR to 
identify providers with high opioid 
prescribing rates. 

“In 2015 and 2016, we were pretty 
high in prescribing opioids, just like 
other health systems have been,” 
Kravitz contends. Issuing 30-day opioid 
prescriptions was “hardwired” when it 
comes to surgical patients—in other 
words, pretty much automatic. “There’s 
your key for addiction,” he says. “That’s 
scary.”

Now, a dashboard shows the data—
which is visible to all providers in the 
system—including each physician’s 
panel size, the number and percentage 
of patients who are prescribed opioids, 
open orders the patient hasn’t filled 
and the daily morphine equivalent 
dose, for example. While an oncolo-

More accurate, more accessible 
data enables care managers to 
follow up with at-risk patients 
faster.

Analytics
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gist’s panel might include about 7 
percent of patients on opioids, the 
goals for others, including primary care 
physicians, are much lower—from 1 
percent to 2 percent. The system flags 
outliers.

From there, the organization 
intensified its focus on nonopioid pain 
treatments for patients, launching 
awareness programs for physicians and 
patients alike. For example, surgeons or 
surgical staff now explain the risks and 
alternative pain treatments to patients 
and their families before surgery. If a 
patient insists, they get a three-day 
prescription. An enterprise e-prescrib-
ing system helped to reduce forged or 
stolen prescriptions and saved a 
significant amount of time, money and 
effort, he adds.

“I’m not saying we will never 
prescribe opioids again—we don’t 
restrict prescriptions for stage 4 cancer 
patients, for example. But we do want 
to reduce it,” Kravitz says.

Predictive analytics’ future 
Geisinger and other healthcare orga-
nization see the future of predictive 
analytics in genomic data. It could, for 
example, help identify patients who 
have a propensity for opioid addiction, 
Kravitz says. 

“The industry is trying to identify 
those patients who have a proclivity for 
becoming addicted before they get 
addicted,” adds IHIE’s Christian.

In Nevada, a large population health 
study aims to combine clinical, 
socioeconomic, environmental and 
genetic screening data, using analytics 
to identify correlations that impact 
health, from opioid addiction to 
cardiovascular disease. 

The Healthy Nevada program is run 
by the Renown Institute for Health 
Innovation, a collaboration between 
the integrated Renown Health network 

based in Reno, Nev., and the nonprofit 
environmental arm of the Nevada 
System of Higher Education, the Desert 
Research Institute, which has campuses 
in Reno and Las Vegas. 

The organization is gathering 
genomic data on tens of thousands of 
state residents using DNA sequencing 
company Helix. Participants have 
access to the kits and their results for 
free, so they can take action on their 
own by following up with their physi-
cians.

However, the program will also 
compile the deidentified data in an 
effort to predict who is at risk for 
conditions and to develop early 
intervention protocols. The aim is to 
expand precision medicine in the 
state—and beyond. 

The pilot phase used genotyping; 
phase two is using exome sequencing, 
which provides 100 times the amount 
of information provided by existing 
genotyping or array technologies, 
according to Helix. 

The idea is to stretch predictive 
analytics beyond the hospital or 
physician practice setting, says Renown 
Health CEO Tony Slonim, MD, and into 
the community to help patients live 
healthier lives using data. 

“Health is a state of well-being—
mentally, physically and spiritually,” he 
contends. “So how do you combine 
[environmental and other] data 
elements in the context of health and 
well-being? We are now giving people 
the opportunity to look ahead and not 
look back. And that is what drives me 
on this project.” 

Analytics in action 
Smaller organizations—especially 
those that don’t have the capital to 
spend on predictive analytics tools, 
staff, software and platforms—are still 
trying to get their heads around the 

business model and what services they 
need to keep their populations healthy, 
Christian says. But they can start by 
managing their own employees and 
then rolling out their findings to local 
employers.

If an organization doesn’t have 
in-house analytics resources or the 
money to build a team, a contract with 
a data analytics company could help, 
Kravitz adds. Other options include 
open-source or crowd-sourced plat-
forms, such as Healthcare.ai or 
Hadoop. 

“As health systems get there, these 
processes and this time to develop 
these models … will move more 
quickly,” Viola says. “At first you have to 
just hang in there, have patience and 
work closely with your teams.” 

Predictive analytics efforts are often 
aspirational, including Geisinger’s 
early explorations into genomics and 
Healthy Nevada’s goals to spread its 
sequencing and research nationwide. 
That’s good news for those organiza-
tions that don’t have the resources or 
expertise to take the first step. That’s 
because the advanced players also 
aspire to helping their smaller counter-
parts.

Scaled nationally, the Healthy 
Nevada program would be size-agnos-
tic. “We’ll take on anybody,” Slonim 
says. 

“Hopefully we’re creating break-
throughs that others can leverage and 
utilize,” Kravitz says of Geisinger’s 
efforts. “Anything we can do to 
help in that area, we’re just happy 
to help others. We’re out for the public 
good.” ☐

collaborative process. That’s what 
really makes this work.”

Harnessing data 
Predictive models like WMC’s can also 
pull in data about determinants of 
health, from demographic and socio-
economic information to patient-gen-
erated data—and identify patients who 
are potentially susceptible to anything 
from heart failure to missed appoint-
ments. 

“There are a lot of populations at 
greater risk, in part because of access 
issues,” Viola says. “If we can under-
stand more about those patients, we 
can do more. We want to make sure 
patients get the care they need.”

Geisinger, meanwhile, is using its 
considerable data analytics power to 
tackle the opioid crisis in its region, 
reducing opioid prescribing rates by 
about 65 percent. 

After an analysis of 942 Geisinger 
patients who overdosed on opioids 
found a steep increase in the use of 
acute care—especially expensive ED 
services—before an overdose, the orga-
nization used data from its EHR to 
identify providers with high opioid 
prescribing rates. 

“In 2015 and 2016, we were pretty 
high in prescribing opioids, just like 
other health systems have been,” 
Kravitz contends. Issuing 30-day opioid 
prescriptions was “hardwired” when it 
comes to surgical patients—in other 
words, pretty much automatic. “There’s 
your key for addiction,” he says. “That’s 
scary.”

Now, a dashboard shows the data—
which is visible to all providers in the 
system—including each physician’s 
panel size, the number and percentage 
of patients who are prescribed opioids, 
open orders the patient hasn’t filled 
and the daily morphine equivalent 
dose, for example. While an oncolo-

“As health systems get there, 
these processes and this time to 
develop these models...will move 
more quickly.”
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By Maggie Van Dyke

Baystate Health, an integrated health 
system in Springfield, Mass., has 
approximately $60 million per year in 
net patient revenue at stake as a 
Medicare Next Generation ACO. “That’s 
a big swing, plus or minus $60 million. If 
you don’t do well, the loss can be a real 
problem,” says CIO Joel Vengco, senior 
vice president and CIO.

The “Next Gen” program is for 
progressive providers willing to assume 
sizable two-sided risk to care for a 
Medicare population, including outpa-
tient, acute and post-acute services. On 

the upside, ACOs get to keep 80 to 100 
percent of any savings achieved over a 
set annual spending target, plus a 5 
percent incentive. On the downside, 
ACOs must cover 80 to 100 percent of 
any excess spending. 

Baystate is among a minority of 
organizations taking on this level of risk. 
According to a 2017 survey, 70 percent 
of provider organizations involved in 
value-based payment had less than 20 
percent of revenues at risk. In addition, 
38 percent were in upside-only risk 
arrangements. 

One reason for the slow uptake is the 
financial risk involved. Baystate Health’s 
ACO, Pioneer Valley Accountable Care, 
has done well in Next Gen, earning more 
than $4.6 million in shared savings in 
2016, while maintaining quality. But 
seven of the original 18 Next Gen ACOs 
suffered losses, ranging from $63,570 to 
$6.15 million. “It’s a tough journey,” 
Vengco says. “To be able to manage a 
patient population, you have to really 
know your patients.” 

This involves leveraging sophisticated 
data analytic tools traditionally used by 
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Data and analytics are 
key to ACO risk success
Extensive information on patients is essential to ensure 
providers aren’t ‘flying blind’ as they seek bigger rewards.
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payers, says Jason Joseph, CIO at 
Spectrum Health, a 15-hospital system 
based in Grand Rapids, Mich. “You need 
a strong analytical capability that helps 
you understand prospectively, ‘What is 
the risk of this population?’ Then, the 
population needs to be effectively 
managed to ensure appropriate 
utilization and high-quality care. 
Without these fundamental capabilities, 
you are flying blind.”  

Providence St. Joseph Health, based 
in Renton, Wash., has been busy building 
a comprehensive analytics platform. The 
health system has seen a 150 percent 
growth in lives covered under risk-based 
arrangements over the past three years. 
When asked to pinpoint the most 
important data analytic capabilities for 
managing risk, Deepak Sadagopan, 
group vice president of population 
health informatics and government 
programs, outlines four types—business 
decision support, care management, 
performance improvement and opera-
tional intelligence.

Business decision support 
“Healthcare executives are having to 
make decisions around the type of 
payment models their organizations will 
participate in,” Sadagopan says. “But 
there’s a lack of adequate infrastruc-
ture to support them in making those 
decisions. All the analysis we’ve done 
over the past few years has been on 
spreadsheets.” 

To address this shortcoming, 
Providence St. Joseph Health is 
building a business decision support 
structure that enables executives to 
proactively weigh the potential ROI 
from participating in risk-based 
payment models. For instance, many of 
Providence St. Joseph’s 50 hospitals 
and affiliated medical groups wanted 
to participate in Medicare’s new 
voluntary Bundled Payment for Care 

Improvement (BPCI) Advanced model. 
But a key decision needed to be made: 
Which of the 32 clinical episodes in 
BPCI Advanced—which range from 
cardiac valve procedures to kidney 
failure—were the organizations best 
prepared to take on? 

To provide insight, Sadagopan and 
his team built an analytical framework 
using three years of historical claims 
data to find the average cost of care 
for BPCI Advanced episodes across 
Providence St. Joseph’s provider 
groups. The analysis also compared 
providers’ historical costs against the 
benchmark target set by CMS. “We 
were able to calculate the probability 
of each provider group being able to 
meet specific target prices,” Sadago-
pan says. 

The model is currently being expand-
ed to handle what-if scenarios. For 
instance, how would a provider group 
perform in BPCI Advanced over time if it 
could lower post-acute costs for a 
particular episode by 10 percent? 
Building this model involved integrating 
enormous amounts of claims data and 
tagging critical pieces of information, 
such as encounter costs and readmis-
sions, before storing it in a data mart for 
analysis. 

Care management  
Stratifying a patient population by 
health risks and other traits is a key part 
of successful care management. This 
often begins by identifying patients with 
high health risks, such as those with 
multiple chronic diseases, as well as 
those on the verge of having a serious 
health event.

“High-risk patients, who make up 4 to 
6 percent of any given population, can 
be as much as 75 percent of healthcare 
delivery costs,” Vengco says. “The 
opportunity is in identifying those who 
aren’t yet in that high-risk pool, some-

times referred to as rising risk, so you 
can help them before they get chron-
ically sick.”

While a rich source of information, 
the EHR may not include data on 
services that patients seek outside a 
health system or network.  “An important 
part of managing patients is getting 
real-time access to encounter notifica-
tions,” Vengco says. “If you can get 
alerts when patients are admitted to an 
inpatient facility or go to the community 
health center down the street, you have 
a better chance of engaging them 
immediately and perhaps triaging them 
to the right level of care.” 

Baystate Health is one of the founders 
of the Pioneer Valley Information 
Exchange (PVIX), which includes most 
healthcare organizations in western 
Massachusetts. “We use the platform to 
access the holistic clinical record of the 
patient, enabling us to view all the care 
the patient has received,” Vengco says. 
“We can see all their meds, lab results, 
allergies and prior clinical notes, 
regardless of whether it’s a Baystate 
Health clinic or not.”

But clinical data is only one type of 
data needed to understand patient risk. 
Research generally shows that social 
determinants of health, such as food 
insecurity and lack of transportation, 
account for about 50 percent of health 
outcomes. Recognizing this, Baystate 
has started asking Medicare ACO 
patients about any social, economic or 
environmental challenges they face.  

“If one of our Medicaid patients is 
unable to see a doctor because of 
transportation issues, we need to know 
that so we can try to find a way to get 
them to the clinic, or perhaps they are a 
candidate for our telehealth services,” 
Vengco says.

Community health workers are 
interviewing patients face-to-face, using 
a care needs assessment app. “That 
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data is then stored in PVIX and can be 
reviewed by clinicians in the ACO and 
the region when those patients end up 
in their care,” Vengco says. 

To further engage patients, Baystate 
is partnering with PatientBond to 
incorporate psychographic segmenta-
tion into its patient registry. Patient-
Bond uses a variety of consumer data, 
as well as a 12-question survey, to 
pinpoint patients’ communication 
preferences (for example, whether they 
prefer contact by text, email or phone) 
as well as what tends to motivate them 
in managing and improving their 
health.

“Population health is really about 
managing behavior change,” Vengco 
says. “It’s not unlike what retailers like 
Amazon and Target have been doing. 
They understand what motivates 
people, and they use that knowledge to 
engage them and modify their behav-
iors. We need to take lessons from other 
industries on how to leverage various 
data types beyond healthcare to truly 
know our patients and ultimately better 
manage patient behaviors and, mostly 
importantly, their health.”

 
Performance improvement 
Spectrum Health has its own health 
plan, Priority Health, which has proven 
beneficial in moving toward risk-based 
payment. “As a health plan, we’re in the 
risk business already,” Joseph says. 

The health system has built a 
sophisticated analytics framework that 
incorporates statistical packages, 
including SAS and Python, and the 
visualization tool from Tableau. It has 
also developed risk-scoring and 
care-management processes that 
leverage predictive analytics.

In addition to aiding population man-
agement, these analytical capabilities 
help data scientists uncover drivers of 
variation in patient care. “We use the 

data to go after improvements that will 
lower the cost or improve the quality of 
care,” Joseph says. 

One lesson learned is the importance 
of focusing analytical efforts on specific 
high-priority issues. “Data analytics is 
not ‘a build it and they will come’ 
strategy,” Joseph says. “In other words, 
don’t build a data warehouse with all the 
data anyone could ever want hoping 
that somebody will come and use it one 
day.” 

Spectrum Health is using an iterative 
approach. “We start with, ‘Here’s the 
problem we’re trying to solve.’ Then we 
build analytics around that problem and 
pull together data to solve the problem,” 
he says. 

For example, after Spectrum Health 
identified hospital throughput as an 
improvement priority, staff gathered 
and analyzed data to identify the 
bottlenecks and opportunities to 
improve performance across the system. 
That led to a redesign of how patients 
were triaged, moved and put in exam 
rooms. A lot of useful data for the 
analysis was already being collected via 
the process log in the health system’s 
EHR, including the time when patients 
are checked in, see a physician, are 
moved through the organization and 
are discharged. 

“We follow the principle, ‘Let’s start 
with analytics that we can develop 
based on data we already have before 
we talk about analytics that will require 
additional data,’ ” Joseph says. “Some-
times data fields are there already, but 
we haven’t built the analytical tools yet 
to leverage that data. As we move up 

the analytics maturity scale into 
predictive analytics and leveraging 
machine learning, we will need to ensure 
our data is well organized and well 
managed.”  

Operational intelligence 
Sadagopan believes the greatest 
analytics opportunity lies in integrat-
ing intelligence into the clinician and 
care manager workflow. This includes 
providing physicians with visibility into 
any care gaps patients have, including 
those related to quality metrics, such as 
patients needing immunizations, as well 
as lists of high-risk patients who would 
benefit from care management.   

“If we make commitments in specific 
payer contracts, but do not conduct 
those activities, we will not comply with 
the terms of the contract and may leave 
money on the table,” Sadagopan says.

One challenge in implementing 
payer contracts is the disparity in how 
administrative data, including member 
rosters and claims data, is formatted 
and shared. “We see formats and 
structures all over the place,” Sadago-
pan says. “Some payers send us data 
as flat delimited files. Others send us 
additional bits of information in an 
Excel file. In some cases, we get rich 
clinical data with risk codes. In other 
cases, we don’t get any rich data like 
that.”

This Wild West situation can make 
even simple tasks difficult. “We even 
struggle to identify patients attributed 
to Providence St. Joseph Health,” 
Sadagopan says. 

Resolving this situation will require 
collaboration across providers and 
payers to standardize administrative 
data exchange, similar to how clinical 
information exchange has become more 
uniform. Providence St. Joseph has 
started to partner with payers to achieve 
this. ☐

“Data analytics is not a ‘build 
it and they will come’ strategy; 
don’t build a data warehouse and 
hope that somebody will use it.”

ACOs
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How can organizations ensure that they are using 
the medical monitors that can help improve quality 
and lead to success under value-based care? 
Quality is more important than ever in this era of 
value-based care. In the world of medical imaging, 
however, it’s important to look beyond the surface 
when selecting medical monitors that will provide 
high quality results.

The problem is that there are many consumer 
monitors available that offer high resolution viewing, 
which makes them appear as attractive alternatives 
for professional use. But these are not always good 
enough.  

No, radiologists and other healthcare professionals 
need monitors that are bright enough to meet ACR-
AAPM-SIIM review and diagnosis guidelines and that 
continually check and stabilize brightness to maintain 
target DICOM calibrated brightness level over time.   
This enables users to see all possible shades of gray 
and produce brighter and sharper images.

In addition, when used in surgical applications, some 
medical monitors are required to be registered as 
(FDA) Class I or Class II medical devices. LG offers 
medical monitors that are registered as Class I and 
Class II medical devices. 

To deliver high quality care, healthcare organiza-
tions are working with images that consumers, them-
selves, generate via mobile devices. How can these 
images best be transmitted to medical monitors? 
The only safe methods that I am aware of to display 
images from a mobile device on a medical monitor 
is through importing/exporting them into a secure 
server and then accessing them through a PACS  
viewer or running a PACS mobile application that 
is integrated to cloud storage that could also be 

accessed by a PACS viewer. By sending everything 
through the PACS, healthcare organizations can 
comply with HIPAA regulations. 

In the future, however, it might be possible to  
wirelessly transfer the images directly from mobile 
devices to medical monitors provided the monitor 
has intelligence, but again, there is always the  
concern for security. 

Do you envision any other future medical monitor in-
novations that could help healthcare organizations 
as they strive to continually improve the accuracy, 
quality and efficiency of diagnostic imaging? 
In a nutshell, accuracy and efficiency depends on  
two things. One is the dynamic resolution – or the 
brightness range (contrast ratio). With black and 
white, you need to see all the possible shades of gray. 
And, with color monitors, you need to see all the 
possible colors. 

The ability to see more shades has progressed over 
the years as reading moved from film to (CRT) to 
(LCD) monitors and with complex calibration systems. 
But there’s still room for improvement. In fact, LG 
Electronics is now developing monitors that will 
increase the contrast range and provide more colors 
than ever. 
 
Greater and more precise spatial viewing or display 
resolution is also important. Spatial viewing quality is 
dependent upon how many pixels are on the monitor. 
For example, when you’re viewing a study that was 
acquired at a particular matrix size, you want to 
display that image on the monitor at the same or 
greater resolution. You don’t want to zoom down to 
fit it into the monitor. Most mammography images, 
however, are so large that you cannot display the 
entire image on a single monitor. 

Medical Monitors: Zooming in on Quality Issues

For more information on medical monitors from LG Electronics, go to:  
www.lg.com/us/business/commercial-display/it-products/medical-monitors? 
cmpid=Print_B2B_CommDisplay_HDM

Produced by SourceMedia | Health Data Management | November 2018

Healthcare organizations are looking to improve quality at every turn as value-based care becomes more 
prevalent throughout the industry. LG Business Solutions recently provided their perspective on the role 
that medical monitors can play in this quest for better outcomes.     
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By Greg Slabodkin

As the healthcare industry continues to 
look for solutions to the opioid epidem-
ic, the tools providers are increasingly 
leveraging are state-run prescription 
drug monitoring programs—electronic 
databases meant to track controlled 
substance prescriptions by flagging 
suspicious patient prescribing activities.

The good news, according to 
proponents, is that physician use of 
PDMPs is dramatically growing while 
doctors have decreased opioid 
prescribing nationwide.

The bad news, also according to 

supporters of the technology, is that 
these databases need to be better 
integrated into clinical workflows and 
to provide more comprehensive, 
up-to-date data at the point of care.

The American Medical Association’s 
Opioid Task Force 2018 Progress Report 
notes that the number of opioid 
prescriptions decreased by more than 
55 million—a 22.2 percent decrease 
nationally—between 2013 and 2017, 
with a 9 percent decrease—more than 
19 million fewer prescriptions—between 
2016 and 2017. In fact, all 50 states 

have seen a decrease in opioid 
prescriptions over the past five years, 
reports the AMA.

Last year, clinicians across the 
country queried PDMPs more than 
300.4 million times—a 121 percent 
increase from 2016 and a 389 percent 
increase from 2014, according to AMA. 
Further, both states with and without 
mandates to use PDMPs saw large 
increases, reported the physician group.

“Today, more than 1.5 million 
physicians and other healthcare profes-
sionals are registered in state-based 
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Database tech takes aim 
at the opioid crisis
Prescription drug monitoring programs try to aid doctors, 
but the jury’s out on their effectiveness. 
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PDMPs—between 2016 and 2017, more 
than 241,000 individuals registered,” 
according to the AMA. “As PDMPs 
improve, America’s physicians and 
healthcare professionals are using state 
PDMPs more than ever.”

For its part, the Centers for Medicare 
and Medicaid Services has been 
encouraging states to integrate PDMP 
data into electronic health record 
systems to minimize provider burden 
and improve interstate health informa-
tion exchange.

“This integration removes the 
requirement for providers to log in to a 
separate system, manage a separate 
log in and disrupt their workflow to 
query the PDMP,” wrote Tim Hill, acting 
director for the Center for Medicaid 
and CHIP Services, in a letter this 
summer to state Medicaid directors. 
“Single sign-on interoperability 
between EHR and PDMP—such that 
PDMP results are displayed when the 
EHR indicates a controlled substance is 
prescribed—could be supported, as an 
example.”

In addition, the CMS guidance 
recommends that states consider 
integrating PDMPs into health informa-
tion exchanges, “where further integra-
tion with pharmacy data, shared care 
plans, drug utilization review (DUR) 
programs, Emergency Medical Services 
(EMS) data, Medication Assisted 
Therapy (MAT) data, advanced 
directives and other EHR data might 
assist clinical decision making.”

Need for alert system 
However, according to Joel White, exec-
utive director of Health IT Now’s Opioid 
Safety Alliance, what’s missing from PD-
MPs is an alert system that would offer 
a much needed capability not currently 
provided by these databases.

“Today, clinicians rely on PDMPs to 
flag fraudulent opioid transactions and, 

while these systems hold great promise, 
significant blind spots remain,” White 
says. “Too often, PDMPs are not 
updated in real time, do not include 
prescriptions filled across state lines 
and do not include fill attempts—leav-
ing clinicians with only a partial view of 
a patient’s true opioid history.”

The Opioid Safety Alliance has been 
calling for a nationwide Prescription 
Safety Alert System, based on a model 
developed by the National Council for 
Prescription Drug Programs (NCPDP) 
that leverages existing ANSI-accredited 
standards widely adopted by the 
industry.  

Toward that end, bipartisan congres-
sional legislation has been introduced 
to create a nationwide Prescription 
Safety Alert System to enable pharma-
cists to better protect patients from 
opioid overuse.

The Analyzing and Leveraging 
Existing Rx Transactions (ALERT) Act, 
introduced by Reps. Tom MacArthur 
(R-N.J.), Ann Kuster (D-N.H.) and 
Barbara Comstock (R-Va.), would 
require the Department of Health and 
Human Services to work with the 
private sector to establish a system 
that analyzes the transaction data 
pharmacists and payers—such as 
health insurers and Medicare—gener-
ate when prescriptions are filled.

“We absolutely have to get smarter 
about how we use technology and data 
analysis to fight this crisis,” says 
MacArthur, who is co-chair of the 
Bipartisan Heroin Task Force. “By giving 
pharmacists, insurance companies, and 
programs like Medicare a new tool to 
understand the data they already have, 
we can help prevent further harm.”

According to MacArthur, the data 
analysis would provide real-time 
feedback to pharmacists at the point 
of sale and would be included in their 
normal workflow.

“A pharmacist will receive an alert 
that someone might be at risk of 
overuse based on their prescription 
history, or might be doctor-shopping to 
feed their addiction,” adds MacArthur. 
“Instead of filling that unnecessary 
prescription, pharmacists will have an 
extra tool to detect and prevent these 
dangers.”

The ALERT Act is endorsed by Health 
IT Now, which launched the Opioid 
Safety Alliance in January—along with 
IBM, Intermountain Healthcare, McKes-
son, Oracle and Walgreens—to advance 
a health IT-centric policy agenda to 
combat the abuse of opioids.

“The Prescription Safety Alert System 
delineated in the ALERT Act will arm 
clinicians with the proper tools to thwart 
opioid misuse in real-time and prevent 
undue delays in access for those with a 
legitimate medical need,” says White, 
who sees the alert system as comple-
menting PDMPs by providing in-work-
flow clinical data at the point of 
dispensing, using already existing 
transaction information—including 
capturing transactions that may occur 
across state lines and unsuccessful fill 
attempts.

“It is gratifying to have NCPDP’s 
model supported by the HITN Opioid 
Safety Alliance and Representatives 
MacArthur, Kuster and Comstock,” says 
Lee Ann Stember, NCPDP’s president 
and CEO. “Our members representing 
diverse stakeholder perspectives 
developed the model to provide a 
sustainable solution that conforms to 
provider workflows and can comple-
ment existing PDMPs to prevent 
diversion, ensure appropriate access to 
medications for patients with a valid 
medical need, and protect patients.”

Benefits of PDMPs questioned 
However, Leo Beletsky, associate 
professor of law and health sciences at 
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Northeastern University, is not con-
vinced of the overall benefit of PDMPs. 
He believes that the recent scaleup in 
the number, scope, funding and legal 
mandates of these state-run databases 
has led to unintended harms that have 
not received sufficient attention.

“By collecting information on who is 
prescribing, dispensing, and receiving 
scheduled drugs, PDMPs are intended to 
detect—and deter—problem patients, 
rogue prescribers, and pharmacists who 
may be diverting potentially addictive 
and otherwise risky drugs,” wrote 
Beletsky in the Indiana Health Law 
Review. “The success of PDMPs has 
been measured primarily by their 
impact on suppressing medication 
supply with little regard for truly 
meaningful metrics. But, when it comes 

to improving patient care and address-
ing drug-related harms, the evidence of 
PDMP benefit is far from clear.”

In fact, Beletsky’s 2018 narrative 
review of the existing empirical evidence 
on PDMPs indicates that these pro-

grams may be doing more harm than 
good. He reviewed 34 peer-reviewed 
studies evaluating PDMPs, of which only 
11 (32 percent) considered any overdose 
outcomes. In addition, of studies 
assessing overall mortality, three found 
PDMP deployment to be associated 

with reduced overdose rates, four 
reported a null result, and three reported 
PDMPs to be associated with an 
increase in overdoses. 

“These findings stand to challenge 
the kind of unbridled enthusiasm, 
generous investment, and cavalier 
policy emphasis that has buoyed 
PDMPs since the onset of the overdose 
crisis,” according to Beletsky. “Given 
evidence of mixed impact, the unin-
tended harms of these systems warrant 
urgent examination. This includes their 
potential role in deterring proper 
prescribing practices; chilling 
help-seeking among patients, especial-
ly those made vulnerable by a history 
of trauma in the healthcare settings 
and criminal justice involvement; 
further fraying the fabric of provid-

“Given evidence of mixed 
impact, the unintended harms 
of these systems warrant urgent 
examination.”

The opioid crisis

er-patient trust; and facilitating patient 
transition from prescription to black 
market drug supplies.”

Similarly, David Fink, a doctoral 
candidate in epidemiology at Columbia 
University’s Mailman School of Public 
Health, has co-authored a systematic 
review published this summer in the 
Annals of Internal Medicine, which 
showed that there is insufficient 
evidence to confirm whether imple-
menting these PDMPs actually increases 
or decreases overdoses. 

At the same time, he contends that 
some evidence has demonstrated 
unintended consequences of imple-
menting these programs. For example, 
three studies showed an increase in 
heroin overdose deaths after PDMPs 
had been implemented.
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with reduced overdose rates, four 
reported a null result, and three reported 
PDMPs to be associated with an 
increase in overdoses. 

“These findings stand to challenge 
the kind of unbridled enthusiasm, 
generous investment, and cavalier 
policy emphasis that has buoyed 
PDMPs since the onset of the overdose 
crisis,” according to Beletsky. “Given 
evidence of mixed impact, the unin-
tended harms of these systems warrant 
urgent examination. This includes their 
potential role in deterring proper 
prescribing practices; chilling 
help-seeking among patients, especial-
ly those made vulnerable by a history 
of trauma in the healthcare settings 
and criminal justice involvement; 
further fraying the fabric of provid-

er-patient trust; and facilitating patient 
transition from prescription to black 
market drug supplies.”

Similarly, David Fink, a doctoral 
candidate in epidemiology at Columbia 
University’s Mailman School of Public 
Health, has co-authored a systematic 
review published this summer in the 
Annals of Internal Medicine, which 
showed that there is insufficient 
evidence to confirm whether imple-
menting these PDMPs actually increases 
or decreases overdoses. 

At the same time, he contends that 
some evidence has demonstrated 
unintended consequences of imple-
menting these programs. For example, 
three studies showed an increase in 
heroin overdose deaths after PDMPs 
had been implemented.

Likewise, a 2017 study by University 
of Pennsylvania and Pennsylvania 
State University researchers— pub-
lished in the American Journal of 
Managed Care—found that PDMPs do 
not drive down opioid overdose death 
rates, but might have the unintended 
consequence of adding to them by 
driving users to black market drugs like 
fentanyl and heroin. 

“PDMPs were not associated with 
reductions in drug overdose mortality 
rates and may be related to increased 
mortality from illicit drugs and other, 
unspecified drugs,” concluded the 
authors of the Penn-Penn State study. 
“More comprehensive and preven-
tion-oriented approaches may be 
needed to effectively reduce drug 
overdose deaths and avoid fatal 

overdoses from other drugs used as 
substitutes for prescription opioids.”

Last year, a paper by a Purdue 
University researcher discovered that 
while PDMPs drove down the prescrip-
tion rate of oxycodone, they significant-
ly drove up the rate of heroin use.

“It is crucial to determine if these 
programs are helping to reduce opioid 
overdose,” Fink says. “So far, the 
definitive conclusion we can draw from 
our evaluation is that the evidence is 
insufficient and that much more 
research is needed to identify a set of 
‘best practices.’”

According to Fink, if population 
health is the focus, researchers need to 
understand all effects of PDMPs, 
including increased rates of fentanyl- 
and heroin-related overdose. ☐
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By Joseph Goedert

Ransomware. Malware. Phishing 
attacks. Medical device vulnerabilities. 
Hackers probing for network gaps.

These are among the consistent 
challenges for healthcare IT and 
security executives. With so many 
gambits to access systems, protecting 
data has become paramount. The use 
of data encryption software is a 
powerful weapon in that regard, but 
one that’s used on a fragmented basis.

Healthcare organizations have 
multiple information systems and not all 
of them are encrypted, so the organiza-

tions remain unprotected, says Will 
Long, chief information security officer 
at Children’s Health in the Dallas area 
with three hospitals and 35 sites of care. 
“A lost laptop not encrypted still is one 
of the biggest causes of a data breach.”

As providers face more security 
challenges, they’re taking a fresh look 
at encryption technology.

Encryption 101
Encryption encodes data so only 
authorized personnel can access the 
data with a decryption key.

There are three primary ways 
encryption protects data, says Keith 
Fricke, principal consultant at tw- 
Security, a consulting firm. The first way 
is data in motion, under which data is 
encrypted as it moves across a network 
from one system to another. Data at 
rest means a file is encrypted or the 
disk storage on which data resides is 
encrypted. The third option is database 
encryption, which converts data in a 
database into plain text format using a 
secret code.

Encryption can and should be widely 
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Encryption grows as an 
important line of defense 
As security risks multiply, making data unreadable 
is key to protecting patient information.
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deployed, experts say. For example, all 
USB thumb drives in an organization 
should be encrypted, Fricke advises. 
Healthcare organizations should make 
sure that encryption put on employee 
laptops is seamless, with the encryption 
tied to the user’s login on the laptop. If 
an employee logs in and tries to open a 
file, the encryption system should 
decrypt and show the file.

However, encryption is not a 
panacea for data protection—it won’t 
cure all of an organization’s security ills, 
notes Sean Murphy, vice president and 
chief information security officer at 
Premera Blue Cross. However, it is a 
foundational protection strategy.

“Much like HIPAA is just the floor for a 
mature information protection strategy, 
encryption is a baseline standard for 
data at rest and in transit,” Murphy 
explains. “You really cannot make an 
operational or clinical argument against 
encryption of data with the sophistica-
tion of cypher technologies and 
computational power these days.”

The effectiveness of encryption is 
best viewed from a defense-in-depth 
approach, he continues. Encryption by 
itself makes it harder for an adversary 
to gain access, but that’s just a start. 
“You need robust identity and creden-
tial protection, and monitoring as well,“ 
says Murphy. “Without these controls, 
encryption is ineffective, because a 
stolen credential could allow unautho-
rized access because the correct 
decryption keys are present.”

Murphy increasingly is focusing 
attention on encryption of text messag-
es and SMS messaging from one phone 
to another phone. As patients and 
other customers are adopting or 
demanding more mobile apps for 
communication, Premera developers 
are providing tools to put information 
and care where members are. “That 
interaction may involve sharing 

protected health information so 
protection of the data in transit is 
required, as we do for traditional email 
communications.”

Finding a safe harbor
Large healthcare entities are more 
likely to use encryption because a big 
breach can be so difficult and expen-
sive to resolve, and any breach can 
impact many patients, says Linn 
Freedman, chair of the data privacy 
and cybersecurity team at the Robin-
son & Cole law firm. 

If an encrypted laptop, desktop 
computer or other device is stolen or 
lost, the organization does not need to 
notify patients or the HHS Office for 
Civil Rights, which regulates the breach 
notification rule, Freedman explains. It 
is as if the incident never happened. 
The same is true under most state laws, 
she adds, so larger organizations use 
encryption for risk reduction. That’s 
based on the premise that a hacker 
can’t decipher and use encrypted data.

But there is a caveat, Freedman 
notes. “Hackers still can use phishing 
emails, so unless the organization has 
every bit of data encrypted, hackers can 
get in through email.” Then, a hacker 
can not only get health information but 
finance and payroll data as well.

“Encryption is getting to the point 
where it is absolutely necessary, 
especially with mobile devices,” says 
Heather Roszkowski, network chief 
information security officer at Universi-
ty of Vermont Health Network. “To pick 
the right encryption, understand what 
you want the product to do, such as 
cover email, mobile devices or informa-
tion systems. Talk to other organiza-
tions using the encryption being 
considered and ask how difficult it is to 
deploy and level of user satisfaction. 
We also switch vendors as the network 
becomes more complex if we need to.”

Erik Decker, chief information 
security officer at the University of 
Chicago Medicine, works for a provider 
that has sophisticated individuals and 
resources to make the organization less 
susceptible to attackers. He worries 
about smaller shops that don’t have 
the resources to match the threat level.

That’s why Decker is leading a task 
group working with the Department of 
Health and Human Services to develop 
cybersecurity guidance, including 
proper use of encryption, for hospitals 
and practices of all sizes. But not 
everyone is getting the message.

Some small organizations believe 
they are too small to be attacked, 
Decker says. They don’t appreciate the 
potential impact if they are attacked 
and lack protection from encryption 
and other security tools.

“We’re trying to raise the level of 
awareness for small and medium 
practices and show them how an 
incident would relate to their own 
practices,” Decker explains.

That said, encryption is important 
but it’s not a silver bullet, he adds. 
“There are a lot of different types of 
encryption and some do nothing, so be 
careful about what you are buying.”

Filling gaps
It is easy for a provider, insurer or 
vendor to become complacent because 
it is using encryption so it may fail to 
see big holes in its security posture.

For example, a hard drive at a 
hospital may be encrypted and the 
information it holds is protected. But if 
an employee’s computer does not have 
antivirus software, when a Word or PDF 
file is opened other files in the network 
can be infected. 

“Once you boot up the operating 
system, malware is just another piece of 
software scrambling your files,” Long 
says. □
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Healthcare is changing, and technology 
departments in provider organizations are 
focused on providing business value and 
being trusted advisors. Kristin Myers, senior 
vice president of technology at Mount Sinai 
Health System, has seen her role evolve as 
she has taken on more responsibility in the 
application space.

With the ability to have transparency in 
workflows and make data-driven decisions 
with the use of predictive analytics, Myers 
addressed some of the new directions ahead 
for Mount Sinai.

On her position 
My role now oversees application strategy, 
as well as responsibility for all clinical 
applications, the Epic platform, interopera-
bility and the IT Program Management 
Office. As an academic medical center, 
there is a lot of innovation, and we are able 

to work on exciting programs that are 
aligned with the overall health system 
strategy, which keeps the team and me 
motivated.

On predictive analytics
There is a collaborative relationship between 
the technology team and the data science 
teams to improve patient care by running 
predictive analytics in the clinical workflow. 
The use cases around predicting falls, 
delirium and sepsis are the first areas that 
have been focused on. We are also using 
analytics to develop daily management 
centers in the hospitals and a centralized 
command center.

On IT’s role in connecting
Another large program we have is around 
access—that access to care is a consistent 
experience throughout the system. We need 

Pushing innovation with IT

By Fred Bazzoli

In her role at Mount Sinai Health System, Kristin Myers delivers 
the technology that helps push the envelope of care.

to be able to track every 
patient interaction with the 
health system, whether it is 
via the access center on the 
phone, email, text or chat. 
We are developing an 
enterprise customer relation-
ship management strategy 
to ensure patients have a 
consistent experience and 
ensure we’re personalizing 
our communication with 
them in the way they want, 
whether that be through text 
or phone calls or through our 
portal.

On innovation
It is critical to network 
within healthcare, go to 
conferences or training and 
educate yourself. Looking 
outside of healthcare at 
other industries to see their 
transformations is essen-
tial. For example, customer 
relationship management is 
something that’s prevalent in 
other industries, but it hasn’t 
been widely adopted within 
healthcare. I like to collate 
those use cases from other 
industries and relate them 
back to healthcare.

On new priorities
Finalizing the customer 
relationship management 
strategy for the health sys-
tem to support the consumer 
experience as part of the 
overall access strategy for 
patients is a high priority for 
our organization. Also, from 
an enterprise application 
strategy, finishing the Epic 
clinical and revenue cycle 
implementation across the 
health system is a priority. ☐
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The Myers file
•  Bachelor of law/information technology, The

Queensland University of Technology, Australia.

•  Executive masters of public health, Columbia 
University 

•  Oversees application strategy, the clinical 
application portfolio and IT program 
management office

•  Has led Mount Sinai’s transformation of the Epic 
clinical and revenue cycle implementations
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FOLLOW THE LEADER

STAY 
CONNECTED.
STAY  
ENGAGED.
From short gems of 
wit and insight to 
valuable observations, 
our Twitter feed 
provides a real-time 
connection to an 
influential community 
of healthcare IT
decision makers.

Join The Conversation @HDMMAGAZINE
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The Accurate and Affordable Answer to Home Reading
LG 27" 8MP Clinical Review Monitor

- DICOM out-of-the-box calibrated to ACR-AAPM-SIIM secondary review brightness guidelines 

- Backlight sensor maintains DICOM calibrated brightness for 3 years 

- Operate in (2X 4MP) Picture by Picture or in (8MP) Single screen for connection to PACS workstation 

- Rotate two monitors in Portrait and use side-by-side for  the ultimate reading experience 

Medical Grade Performance at a Consumer Grade Price
Speak with an LG professional today and learn about special Radiologist discount.

714-795-4022    |    408-334-7018

www.lg.com/us/business/commercial-display/it-products/medical-monitors

© 2018 LG Electronics USA, Inc., Englewood Cliffs, NJ. LG and the LG logo are registered trademarks of LG Corp. 

Specifications are subject to change without notice. Screen images are simulated.
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