
Banks and Credit 
Bureaus: Where 
Things Stand
The Equifax data breach heightened consumers’ 
awareness of — and unease with — how data is gathered, 
used and stored. For now, most lenders are staying the 
credit bureau course in underwriting but some are mulling 
changes, particularly when it comes to marketing. 
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Credit bureaus in the 
spotlight: How are 
banks responding? 

Last year’s monumental cybertheft at Equifax and a cascade of disclosures about 
how fine-grained data on consumers is used to target and influence them have put 
the banking industry’s practices for handling and leveraging sensitive personal 
information under a microscope.

As consequential as it was, it’s not just the breach itself, which hit nearly 150 million 
people in the U.S. and included Social Security numbers, addresses, birth dates and, in 
some cases, credit card numbers. Collateral scandals – including charges that a former 
top Equifax executive dumped the company’s shares before it announced the breach – 
and the parallel public reckoning with the downsides and dangers of big data and social 
media have contributed to a widespread sense that the traditional system for collecting 
and evaluating credit information is due for a tough rethink.

Longstanding challenges to the status quo – from alternative credit data to new systems 
for storing and safeguarding credit data, and sharing it among lenders – have received 
fresh attention, and the arguments for them have been invigorated by the evidence of 
weaknesses in existing arrangements. But the conventional apparatus for assembling 
credit files and scoring them has the weight of incumbency – it has been built into the 
industry’s lending machinery for decades, and evolved in tandem with the regulatory 
superstructure for just as long – and a crucial attribute in its favor: data on things like 
payment histories, defaults and debt balances is clearly useful in underwriting and 
effective in assessing creditworthiness.

SourceMedia surveyed more than 100 bank executives to get a better picture of 
exactly how embedded traditional credit data and scores are in their underwriting and 
marketing, how attuned the industry is to privacy issues, and how banks are changing 
their practices in response to recent security breakdowns and intensifying privacy 
concerns.

INTRODUCTION
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Responses show that the existing credit bureau system is indeed deeply 
entrenched in loan decisions and sales, suggesting it would be hard to 
dislodge. Bankers are of course paying attention to security and privacy 
issues, including developments like Facebook’s decision to end partnerships 
with data aggregators like Experian and TransUnion that hypothetically 
could have dragged bank-generated data into another future controversy. Yet 
few bankers say they are changing how they use credit bureau information in 
direct response to recent security failures and firestorms over data privacy. 
For the time being, the existing credit bureau system appears firmly in place.
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ABOUT THIS REPORT

Issues + Actions reports are produced by the editors in partnership with 
SourceMedia Research. The reports draw on proprietary research that probes 
the activities, experiences and perceptions of C-suite and other senior-level 
banking professionals.

The reports assess how financial services executives are responding to, and 
capitalizing on, the fundamental forces that are changing the industry. Each 
provides exclusive and authoritative analysis and insight on a topic of vital 
interest to the operation of a banking company. The target readership includes 
senior executives, line-of-business leaders, marketers and technology 
providers seeking deeper, more actionable industry perspectives, whether 
as clients or competitors. The reports are available for purchase singly or by 
subscription.

This report’s primary narrative was written by Harry Terris. PaymentsSource 
is a SourceMedia brand. Other SourceMedia brands include American 
Banker, National Mortgage News and Credit Union Journal.

For more information, contact Director of Research Dana Jackson at 
212-803-8329 or Customer Service at 800-221-1809.

NOTE 
Reproduction or electronic forwarding of this product is a violation of 
federal copyright law. Subscriptions and licenses are available: please call 
customer service at 800-221-1809 or email custserv@sourcemedia.com. 
SourceMedia, One State Street Plaza, 27th Floor, New York NY 10004. 

Figure 1: Respondents by Asset Size

Source: SourceMedia Research, 2018
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KEY FINDINGS
•  While still a small industry minority, some bankers say they are changing 

how they use credit bureau information in direct response to recent 
security failures and firestorms over data privacy.

•  Roughly one in nine (11%) say they started using alternate providers and 
data sets for underwriting. 

•  About 8% say they started using alternate providers and data sets for 
marketing. 

•  For roughly half of respondents, traditional credit scores are the primary 
factor they consider in underwriting across consumer loan categories.

•  Respondents also report that traditional credit scores play a large role in 
small business underwriting: 28% say scores are the primary factor they 
consider and 61% say scores are weighed equally with other factors.

•  A more nuanced situation applies with respect to marketing in certain 
lines of business. Between roughly one-third and one-half of respondents 
say credit scores figure into marketing decisions minimally or not at all 
across consumer and small business loan categories.

•  Bankers are paying attention to how controversies over the use 
of personal data in social media could implicate them. Nearly all 
respondents said that were at least somewhat familiar with a Facebook 
decision to end a program that allowed advertisers to tap into data from 
aggregators like Experian and TransUnion to help target Facebook users. 
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TRADITIONAL CREDIT DATA DEEPLY 
EMBEDDED IN BANK UNDERWRITING

Since well before the massive Equifax data breach last year catalyzed debate 
over security vulnerabilities, privacy issues and damage to consumers caused 
by inaccurate credit files, innovators across the industry have been trying to 
build a better mousetrap.

Aspiring fintech disruptors have launched gambits to supplant the existing 
credit report and scoring apparatus by harnessing nontraditional data — 
on utility and rental payments, for example, or cash flows into and out of 
bank accounts — that can provide a more complete and up-to-date picture 
of creditworthiness and enable informed loan decisions on consumers for 
whom conventional data is unavailable or insufficient.

The three main credit bureaus are major players in the game, too. They are 
leading providers of alternative credit information, analytics and services. 
For example, Experian invested in Finicity, an aggregator whose data on 
consumer account transactions and balances can give lenders an automated 
snapshot of the income and assets of potential borrowers.1  Only a few months 
before the breach last year, Equifax launched a new platform to give lenders 
a single point of access to all its consumer data, including information on 
things like social media activity and utility payment histories.2 

Equifax, Experian and TransUnion are also partners in VantageScore, a credit 
scoring joint venture launched in 2006 to compete with FICO.

Even the core credit reporting system has been undergoing significant 
changes. As a result of settlements with state attorneys general covering 
problems linking tax liens and civil judgment records to the correct 
individuals, the bureaus have expunged them from credit files.3  Alongside 
information on loan amounts, payment histories and credit inquiries, public 
records — now narrowed to bankruptcy filings — are a major pillar of credit 
reports.

Despite the flux, traditional credit data still delivers powerful guidance about 
the creditworthiness of hundreds of millions of consumers — information 
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on things like payment histories and defaults are obviously important in 
underwriting — and alternative data might only marginally improve the 
accuracy of assessments of prospective borrowers with lengthy files.

Furthermore, traditional credit reports and scores have considerable weight 
as incumbents. Banks have built their loan decision processes around them 
and grown comfortable with a regulatory regime that has governed the 
industry’s conventions and institutions for decades, albeit with periodic 
legislative changes and supervisory and legal confrontations. Standardized 
scores are also instrumental in the secondary market, where buyers of loans 
and asset-backed securities rely on independent, familiar measures of credit 
quality.

Indeed, more than 90% of respondents say they rely heavily on traditional 
credit scores for underwriting across consumer loan categories (see Figure 2), 

Figure 2: To what degree do you rely on credit scores from the three leading credit bureaus 
(Experian, Equifax, TransUnion) in your underwriting?

Source: SourceMedia Research, 2018
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from first mortgages to home equity, auto and credit cards. To be sure, only a 
handful say they rely solely on credit scores, and weighing other information 
is the norm. Between 43% and 52% say traditional credit scores are their 
primary focus and roughly the same range say they give equal consideration 
to traditional credit scores and other factors, with information outside of 
credit scores playing a bigger role in home equity than the other consumer 
categories. But fewer than 6% say they rely on credit scores minimally or not 
at all across any type of consumer loan.

In small business lending, where credit quality is often tied closely to an 
individual proprietor, traditional credit scores also play a large role: 28% of 
respondents say scores are the primary factor they consider and 61% say 
scores are weighed equally with other factors. Just 11% say credit scores are 
considered minimally or not at all.

Minimally or not at all

Equal weight to other factors

Primary/main factor

Sole determining factor

Figure 3: To what degree does your company rely on those credit scores in marketing decisions? 

Source: SourceMedia Research, 2018
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MEASURING THE ROLE OF CREDIT 
SCORES IN MARKETING DECISIONS

Traditional credit files have also long been instrumental in marketing, sales 
and customer retention efforts at banks.

For example, credit scores can be used to target consumers in the subprime, 
prime and super-prime bands, and combined with information on loan 
amounts to target balance-transfer offers at promotional rates. The same 
type of data can be used to help make decisions about whether to make 
concessions on rates and other terms to existing customers who threaten to 
take their business elsewhere.

Survey responses show that while banks do indeed widely use traditional 
credit scores in marketing decisions, other information plays a bigger role as 
compared with underwriting.

Between 55% and 69% of respondents say credit scores are the sole or primary 
factor, or given equal weight with other factors, in marketing decisions across 
consumer and small business loan categories (see Figure 3). Bankers say 
credit scores are more important in credit card marketing than the other 
loan categories, with nearly 34% reporting that scores are the sole or primary 
factor in card marketing.

Banks clearly have a profound interest in a host of characteristics beyond 
credit scores when cultivating particular customer segments, and tailoring 
marketing campaigns to resonate with those groups.

Further, in areas like refinance mortgages and home equity, for example, 
knowing that a person owns a home might be the starting point for a 
marketing overture, and banks appear to frequently cast a wide net in terms 
of traditional measures of creditworthiness. Between roughly 32% and 45% 
of respondents say credit scores figure into marketing decisions minimally or 
not at all across consumer and small business loan categories.

Source: SourceMedia Research, 2018
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HOW ATTUNED ARE BANKERS TO DATA 
PRIVACY ISSUES?

Banks don’t just use data on consumers, of course, but collect and generate 
it too. In fact, the traditional credit reporting system is built around banks’ 
promise to share credit data on their customers in return for access to 
credit data from peers and competitors — the same fundamental concept 
underlying newer arrangements to transmit account and other information 
electronically through application protocol interfaces.

And the fact that the personal data banks have at their disposal is so sensitive 
and powerful — on identities, credit histories, finances and more — both 
makes it incredibly valuable and exposes banks to considerable risk.4 

In addition to the responsibility to vet cybersecurity at third parties to which 
they provide data, banks must reckon with a thicket of privacy concerns 
when outsiders access and make use of their customer information. A 
notable development in this sphere was Facebook’s decision in March to end 
partnerships with data aggregators — including Experian and TransUnion 
— under which advertisers could combine Facebook data with third party 
information to target users on the social network.

Figure 4: How familiar are you with the 
recent decision by Facebook to 
stop third-party firms from 
supplying data for the purpose 
of targeted advertising? 83%
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Figure 5: To what degree have recent events related to data security and privacy affected your 
company’s use of credit scores and bureaus in underwriting? 

Source: SourceMedia Research, 2018
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In the wake of the Cambridge Analytica scandal — in which the political 
consulting firm improperly tapped into data on tens of millions of Facebook 
users to create psychological profiles that could be used to try to influence 
voters — the issue for banks is whether arrangements like the one Facebook 
discontinued could allow their data to be used in ways that their customers 
believe are manipulative or worse. Authorities in Europe and elsewhere are 
already moving to give consumers more control over their personal data 
as public understanding of the digital information economy grows, and 
unforeseen exploitation of bank data in another controversial episode could 
produce devastating repercussions.

“If I were Jamie Dimon, Brian Moynihan or any other big-bank CEO, I’d be 
deeply concerned about how my customers’ data shared with partners for 
a permissible purpose may have been plundered, hacked or sold beyond 
the perimeter of my enterprise,” Richard Parry, a risk management expert, 
recently told American Banker. “This should be weighing heavily on them.”5 

Survey responses show that bankers are paying attention to developments 
like Facebook’s decision to end its program with third-party data brokers, 
but suggest they aren’t top of mind. About 62% of respondents say they are 
somewhat familiar with the Facebook move, compared with 27% who say 
they are very familiar and 12% who say they are not at all familiar (see Figure 
4).

Figure 5: To what degree have recent events related to data security and privacy affected your 
company’s use of credit scores and bureaus in underwriting? 
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BANKERS REPORT LITTLE CHANGE IN 
USE OF CREDIT BUREAUS AND SCORES

Spectacular breakdowns like the Equifax breach have led lawmakers and 
others to declare that a tipping point for credit bureau reform is at hand.6 

With weaknesses clear for all to see — from the data theft itself to often 
clumsy treatment of affected consumers that bolstered criticism that the 
current setup is fundamentally abusive — radical overhauls have drawn 
intense interest. One concept would replace the credit bureau’s centralized 
storehouses of information with blockchain’s distributed ledger technology.7  

But replacements, reforms and substitutes also face considerable barriers. 
Alternative data and systems to assess it raise the possibility of unintentionally 
discriminatory lending practices,8  whereas the current framework has 
evolved under decades of law and regulation designed specifically for it (and 
that ended the use of analog precursors to alternative data, like clipping 
promotion, marriage and arrest notices to physical credit files). More 
fundamentally, there are the basic hurdles that current practices are largely 
effective at assessing creditworthiness and that change is costly.

Indeed, even though banks are among the parties who have a natural interest 
in change — they are plaintiffs in lawsuits against Equifax for damages caused 
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Figure 6: To which products did these changes apply? Figure 7: To what degree have recent events related to data security and privacy 
affected your company’s use of credit scores and bureaus in marketing? 

Source: SourceMedia Research, 2018
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by the breach — few respondents say they have altered their use of credit 
scores and bureaus in underwriting (see Figure 5).

About 83% report that they have not changed their practices at all in response 
to recent events related to data security and privacy, compared with 11% 
who say they started using alternate providers and data sets, and just one 
respondent who reported cutting off use of a bureau. Among those reporting 
changes, respondents say they affected products across consumer and small 
business loan categories (see Figure 6).

Even fewer respondents report changes with respect to marketing (see Figure 
7). About 88% say recent events have not changed their use of the bureaus in 
marketing at all. By comparison, about 8% say they started using alternate 
providers and data sets for marketing, with changes also affecting products 
across loan categories (see Figure 8).

More broadly, only 13% of respondents say their institution made any other 
recent change to how it gathers, shares or sources consumer data. Among 
this group, however, bankers report serious steps to tighten cybersecurity 
and relationships with vendors. “Management is constantly evolving to the 
threats posed by data mining, Facebook, and social media,” one respondent 
says. “We eliminate sources of data depending on our internal assessment of 
the risks involved to our customers first, and the company.”

Source: SourceMedia Research, 2018

Figure 7: To what degree have recent events related to data security and privacy 
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CONCLUSION — IS INCREMENTAL 
CHANGE ENOUGH?

The headlines and scrutiny from lawmakers and others have been harsh, 
shining a spotlight on serious weaknesses, vulnerabilities and privacy 
concerns in the prevailing apparatus for safeguarding, distributing and using 
credit information on consumers.

But the industry has long wrestled with flaws in the system and tried out 
ways to fix or improve it. Lenders have taken steps toward alternative 
data, arrangements to transmit more complete and up-to-date financial 
information on consumers to inform underwriting decisions, and new 
structures and measures to protect the data.

With incumbent practices and institutions so firmly entrenched, recent 
security breaches and privacy controversies — as dramatic as they have been 
— appear to have only modestly accelerated the process. The vast majority of 
bankers say they have not changed their use of credit bureau information at 
all in response.

A question for the industry might be whether incremental adjustments and 
improvements are enough, or will simply leave banks exposed to even more 
damaging breakdowns.
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