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Fear, malaise
and eroding trust
How consumer attitudes toward privacy
threaten to overturn long-standing
industry assumptions about customer
data and personalization.
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Fear, malaise and eroding trust
Why read this report?
The acceleration in

Introduction

digital transformation
brought on largely

The ongoing digital transformation of the financial services industry has made it faster

by the events of

and more convenient than ever for people to manage their money. However, those same

2020 have increased

innovations have introduced new complexities and concerns around how organizations protect

the risk of fraud in

customers’ private financial data. Widespread adoption of these fintech tools comes hand-in-

financial services

hand with an increased risk of fraud and identity theft.

and more specifically
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This study from Arizent — parent company of American Banker, PaymentsSource, National

about identity theft.

Mortgage News, Digital Insurance and Financial Planning — explores consumers’ attitudes

Are financial services

toward data privacy and security in financial services, and how well firms are prepared to

providers giving

deliver on those expectations.

consumers the
tools and services
necessary to deliver

Key ﬁndings include

secure customer
experiences while

• How companies protect the privacy of customer data matters and is an important factor
in how consumers choose a financial services provider. Yet roughly one half of U.S. adults
do not widely trust most financial services providers to protect their personal data or
financial information.
• Few consumers are actively educating themselves about companies’ data privacy policies or taking personal measures to protect themselves.
• Despite a fairly low incidence of data breaches, the potential impact of these incidents on
customer retention is high.
• Most business leaders see a well-executed data privacy strategy as a competitive advantage and describe their organization’s data privacy strategy as a centerpiece for driving
customer trust and transforming the business, versus striving to meet the minimum
regulatory requirements.
• Few consumers are sharing personal information with financial services providers for
the promise of a better customer experience, access to lower cost, new products and
services, or for personalized offers and communications.
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achieving internal
business goals for
consumer data?
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Research methodology
To deliver on this objective, two online surveys were conducted.
For the first, a survey of 500 U.S. adults ages 18-74 years old, data collection was completed
during the December 10-22, 2020 time period. The final data set was weighted by age, race
and gender to be reflective of the general population.
For the second, a survey of 262 business leaders in banking, payments, insurance, mortgage
lending, financial planning and wealth management, data collection was completed between
December 16, 2020 and January 6, 2021. Respondents were screened for involvement with or
knowledge of their firm’s data privacy and/or data security policies and practices.
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The stakes: Why protecting personal data matters
Winning new business
With Americans increasingly managing every aspect of their financial lives online — a trend
only accelerated by the coronavirus pandemic — data privacy and protection has emerged as
a key issue for both consumers and business leaders.
For consumers, how a financial services provider handles private data can influence which
firms they do, or do not, work with. Eight out 10 U.S. adults say data privacy and protection is
an important factor in choosing a firm to do business with. Nearly half consider it a primary

Data privacy
matters to

factor.
Though most industry executives recognize this trend, they may be falling short of
understanding just how crucial data privacy is for attracting new customers. Three-quarters
of business leaders agree that it is an important factor for consumers choosing where to take
their business, but only 13% believe it is a primary deciding factor.

Approach to data privacy influences choice of financial services providers
A primary / important factor

A minor or secondary factor / not a significant consideration

76%

79%
21%
Consumers

Financial
services
providers

24%

Q: How important is data privacy and security (to you/your customers) in choosing which companies to do business with?
(base: 500 U.S. adults; 262 financial services providers)
Source: Arizent State of Consumer Privacy Survey 2021

Opportunities with existing clients
Data is the oil of the digital age. Financial services providers rely on customer information
to improve products, services and client experiences while also driving new business
opportunities.
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79%

of consumers when
choosing a bank
or other financial
services provider.
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For example, banks, wealth management firms and insurance companies encourage clients
to take advantage of account aggregation technology to see all assets and liabilities in a
single digital dashboard. In exchange for convenience, comprehensive financial planning
and custom-tailored products and services, the firm gets insight into held-away assets and
opportunities to expand wallet share and deepen the client relationship.
This is why most firms are doing more than the minimum regulatory requirements when it
comes to safeguarding client data. Nine out of 10 leaders view a well-executed data privacy
strategy as a competitive advantage, while two-thirds of leaders say their organization’s data
privacy strategy is a centerpiece for driving customer trust and transforming the business.

Business leaders see competitive value in a well-executed data privacy strategy
(% strongly or somewhat agree)
88%

86%

Total

Wealth managers

of financial services
providers have
moved beyond
regulatory
considerations
to architect
data privacy
strategies that
support business
transformation.

96%

89%

Banks

Insurers

Q: Please rate your level of agreement with the following statement: "A well-executed data privacy strategy
provides companies with a competitive advantage.” (base: 225 financial services providers)
Source: Arizent State of Consumer Privacy Survey 2021

Business transformation is the primary intent behind most data privacy strategies
Describes very well

Describes fairly well

11%
34%
To meet the minimum
regulatory requirements

24%

Describes fairly well

Describes very well

42%
66%
To increase customer trust and more
broadly transforming the business

Q: How do you describe the intent of your organization’s data privacy strategy? (base: 225 financial services providers)
Source: Arizent State of Consumer Privacy Survey 2021
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The Privacy Paradox:
Consumers are worried, but do
little to protect themselves

Fewer than half of consumers trust
financial services providers to
protect their data privacy
(% rating extremely or very trustworthy)

Trust in financial services runs low

43%

Only one half of U.S. adults rate the

Average

firms they use as either “extremely
trustworthy” or “very trustworthy,”
though the results vary depending on the
business. Traditional brick-and-mortar
banks and credit unions are the most
trusted, followed closely by accountants
and tax preparers.

52%

Traditional banks and credit unions

52%

Accountants/tax preparers

47%

Credit card companies

44%

Digital P2P money transfer services

42%

Online banks or digital banks

42%

Wealth managers/financial advisors

42%

Insurance companies

34%

Brokers/brokerage firms

31%

Online lenders

On the other end of the spectrum,
online lenders like LendingTree, Rocket
Mortgage and Quicken Loans commanded
the lowest trust, followed by brokers and
brokerage firms.
The pandemic and resulting widespread
embrace of digital technology hasn’t
done much to change opinions. Six out of
10 says their overall trust has stayed the
same, while 16% say trust has decreased.
Only a quarter of respondents trust

Q: To what degree do you trust the following providers to
protect the privacy of your personal data/financial
information? (base: 500 U.S. adults)
Source: Arizent State of Consumer Privacy Survey 2021

financial services providers more than they
did one year ago.

Trust in financial institutions has not significantly improved
over the last 12 months

24%

Increased

16%

Decreased

60%

Stayed about
the same

Q: How has your overall trust in financial services providers’ abilities to protect the privacy of your personal data/financial
information changed over the last 12 months? (base: 500 U.S. adults)
Source: Arizent State of Consumer Privacy Survey 2021
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Customers are not protecting themselves
Though few consumers have been victims, the specter of identity theft casts a long shadow.
Perhaps fueled by media coverage of high-profile data breaches and cyberattacks, nearly half
of U.S. adults are concerned they are at risk of identity theft in the future.
But what’s alarming is how little consumers are doing to keep themselves safe. While there is
widespread agreement among consumers that firms should be more transparent with how
they use data and that more legislation is needed to protect privacy, 69% of respondents say
they have accepted that their personal financial data is probably at risk of being compromised
by bad actors.

68%

Consumers accept that financial data is probably at risk
Strongly Agree

Somewhat Agree

Somewhat Disagree

21%

Strongly Disagree

47%

21%

68% Agree

11%

32% Disagree

Q: Please rate your level of agreement with the following statement: “I have accepted that my financial data is probably at risk of being
compromised by bad actors.”(base: 500 U.S. adults)
Source: Arizent State of Consumer Privacy Survey 2021

Consumers’ complacency is clear when asked how they participate in safeguarding their own
data. For example, only 42% say they regularly read a company’s privacy policy despite stating
how much data protection and privacy factors into selecting a provider.
In fact, Baby Boomers, the group that was most likely to name data privacy and protection as a
primary factor in doing businesses with them, are the most likely to admit they rarely or never
read privacy policies. The inverse is true for younger adults: Gen Z and Millennials are most
likely to always or often read a privacy policy besides being the least likely to let it factor into
their decision making.

Few consumers regularly read data privacy policies
Often

Always

Sometimes

Rarely

Never

Total
19%

8%
11%

23%

25%

12%
12%

Gen Z

35%

32%

5%
25%

20%

29%

22%

31%

How often do you actually read the privacy policies of financial services providers before choosing to do
business with them? (base: 500 U.S. adults)
Source: Arizent State of Consumer Privacy Survey 2021
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14%

27%
Gen X

22%

8%

7%

15%

21%

Millennial

19%

Boomer

19%
33%

of U.S. consumers
believe their
financial data is
at risk from bad
actors.
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Further, consumers are not being vigilant with the security of their personal technology.
The most common security measure, protecting all mobile devices with a password, is only
embraced by 61% of consumers. Just 44% avoid logging into financial accounts while on a
public or unsecured Wi-Fi network.
These are relatively simple security recommendations. Far fewer are taking active steps like
putting a freeze on their credit report (16%) or subscribing to a credit monitoring service
(26%). Only 27% say they report errors or evidence of fraudulent activity.

Most consumers are not proactively protecting their data privacy
Password protect
all mobile devices

53%

Avoid logging into financial accounts
over public or unsecured Wi-Fi

44%

Periodically monitor credit reports/financial
accounts for errors or fraudulent activity

39%

Create/utilize unique passwords for
all online accounts

38%

Regularly update malware, virus protection
or other security software on PCs/devices

36%

Shred confidential financial
documents you wish to dispose of

32%

Report errors or evidence of fraudulent
activity to major credit reporting agencies

27%

Subscribe to a credit
monitoring service
Put a freeze on your
credit report

26%
16%

Q: Which of the following measures do you routinely take to protect the privacy of your personal data/financial
information? (base: 500 U.S. adults)
Source: Arizent State of Consumer Privacy Survey 2021
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Nearly

50%

of U.S. consumers
do not password
protect their
mobile devices.
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The impact: Data privacy has a tangible effect on
business objectives
Client retention
Security experts say technology can only do so much to prevent a data breach. The most
important line of defense, and usually the biggest vulnerability, is people. Consumers’ inability
or unwillingness to safeguard themselves only increases the likelihood of a data breach
occurring, regardless of the firm’s own efforts to protect them. It’s no surprise that while
eight out of 10 business leaders are highly confident in their organization’s ability to protect
consumer data and privacy, customer habits topped the list of privacy challenges they face.

Customer habits lead top 10 privacy challenges facing business leaders today
(% rating significant or moderate challenge)
71%

Customer habits
61%

Third-party relationships
Reconciling/rationalizing regulatory
requirements data privacy laws

58%
56%

Growing volumes of data
Employee behavior/human error

54%

Integrating data privacy practices
into core business functions

48%

Aging, inadequate or incomplete
technology infrastructure

43%

Customer authentication practices

43%

Managing customer access/
deletion requests, opt-outs

43%

Data anonymization capabilities

41%

Q: To what extent do the following pose a challenge to your organization’s efforts to effectively manage/
mitigate data privacy risks related to your customer data? (base: 225 financial services providers)
Source: Arizent State of Consumer Privacy Survey 2021
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Customer habits
and third party
relationships are
key areas of risk for
financial services
providers in the
effort to protect
customer data.
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But failure to keep consumer data private and secure could be devastating for client retention.
Three out of four consumers say they would likely switch providers in the event of a breach,
even though few are aware of a data breach at a firm they work with (19%) or have been the
victim of identity theft (17%). Young consumers and minorities, two demographics firms are
desperately trying to reach, are the most likely to leave.

Consumers are likely to leave their financial services provider
in the event of a data breach
Extremely likely

Very likely

Somewhat likely

Not very likely

Not at all likely

Total

21%

3%

8%

12%
30%

27%

21%

21%

Millenial

32%

20%

34%

18%

8%

6%

9%

21%

12%

Gen Z

31%

18%

21%
Gen X

25%

27%

24%

Boomer

14%
35%

Q: How likely would be to switch your bank, credit card provider, insurer or other financial services
provider in the event of a data breach? (base: 500 U.S. adults)
Source: Arizent State of Consumer Privacy Survey 2021

Black and Hispanic consumers are more likely
to switch firms after a breach
Extremely likely

Very likely

Somewhat likely

Not very likely

Not at all likely

White
18%

21%

32%

22%

7%

Black
24%

27%

26%

10%

13%

Hispanic
41%

15%

33%

1%

Other
25%

18%

32%

12%

Q: How likely would be to switch your bank, credit card provider, insurer or other financial services provider
in the event of a data breach? (base: 500 U.S. adults)
Source: Arizent State of Consumer Privacy Survey 2021
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9%

13%
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Customers aren’t sharing data
Interestingly, data privacy concerns are not deterring most U.S. adults from using digital
channels to manage their finances. Baby Boomers in particular seem unphased by privacy
concerns as they pay taxes, manage investments, transfer funds and pay bills online.
However, consumers are declining to share personal information beyond what firms require
to use those services. Despite promises of a better customer experience, lower costs, access
to new products and services, and personalized recommendations and communications, just
one in three U.S. adults are highly likely to share personal information. Boomers are once again
the outlier here, indicating they are least likely to share personal information in exchange for
better services or offers.
The biggest obstacle comes back to the lack of trust consumers have in their financial
institutions. Consumers who say their trust in a provider increased over the past 12 months
are twice as likely to share personal information. Unless firms can improve trust, they cannot
reap the benefits of harvesting consumer data.

Consumers are not seeing the value in sharing their personal information
(% extremely or very likely to share personal information)
Overall

Gen Z

Millennial

Gen X

54%

49%
42% 41%

41%

38%

Boomer

37%

36%

26%

For a better
customer experience

38%

46%
35%
22%

21%

To get access to
lower cost products/services

46%
34%

47%

45%

For access to new or
enhanced products/services

42%
34%
24%

For personalized
recommendations/offers

32%

34% 32%
25%

For customized
communications

Q: How likely are you to share your personal information with financial services providers for the following purposes?
(base: 500 U.S. adults)
Source: Arizent State of Consumer Privacy Survey 2021
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On average, just
one-third of U.S.
consumers express
a willingness to
share their personal
information with
financial services
providers in
exchange for better
services or offers.
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The strategy: How firms today approach data privacy
A disconnect between consumers and leaders
There may be some overconfidence among executives when it comes to rating their own
data privacy strategies. Though business leaders agree that fraud is on the rise across the
entire financial services industry, they also deny that their organization experienced any data
breaches over the past 12 months.
And while few consumers see enough value to warrant sharing data with their financial
services providers, 68% of business leaders say they are effectively delivering relevant
customer experiences while balancing data privacy efforts. Just over half of leaders say their
data privacy strategy is extremely or very effective at “delivering real value to the business,”
such as letting them use data to enhance products and services.
Only 18% acknowledge that data privacy concerns are meaningfully constraining business
growth, though bank executives are more inclined to say so than leaders at wealth
management firms or insurance companies.

Business leader views on use and approach to data privacy may not align
with consumer sentiment
Are you effectively balancing data privacy with
delivery of relevant customer experiences?
(% rating extremely/very effective)

Is your data privacy strategy effectively delivering
value to the business — using data to enhance
products/services? (% rating extremely/very effective)

Total

Total

68%
69%
Wealth
managers

55%
70%

63%
Banks

53%
Wealth
managers

Insurers

55%
Banks

51%
Insurers

Are data privacy concerns/requirements constraining the growth or expansion of your business?
Yes, significantly

Yes, quite a bit

Yes, but only on a limited basis

No, not at all

Total

5%

13%

45%
4%

3%
13%

43%

27%

Wealth
managers

11%
13%

Banks

40%

(base: 225 financial services providers)
Source: Arizent State of Consumer Privacy Survey 2021
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37%

4%

37%
Insurers

56%

48%
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Still a technology problem
Though business leaders say data is core to their business strategy, a look at how firms
allocate resources reveals that many still view privacy as primarily a technology challenge.
Banks and insurance companies are most often focusing privacy efforts within their IT
divisions, while wealth management firms tend to keep efforts within compliance teams.
Wealth management firms are also the most likely segment to not have a centralized function
or resourcing model in place for data privacy.

Data privacy functions and resources often reside within IT departments
Within the IT organization

Within the compliance organization

Within marketing or customer experience

Elsewhere within our organization

We do not have a centralized function or resourcing model in place

Wealth managers

11%

40%

5%
7%

31%

39%

Banks
Total

37%

8%

17%

6%
52%

34%

10%
2% 3%

Insurers
52%

26%
7% 7% 7%

Q: Where does the data privacy function and the bulk of its resources primarily reside
within your organization? (base: 225 financial services providers)
Source: Arizent State of Consumer Privacy Survey 2021

Leaders named technology infrastructure as the most important element of a successful
data privacy strategy (72%), followed by well-articulated policies and practices to secure data
(61%), and a comprehensive approach to data governance (56%).
As for where firms are investing, digital tools like email security, data backup and recovery, and
firewalls edged out people-centric controls like security awareness training for employees.

Adoption of security controls varies slightly across sectors of the
financial services industry

78%

77%

76%

73%

62%

Email security

Data backup
and recovery

Firewalls

46%

46%

40%

37%

36%

End-point
protection

Next generation
firewalls

Automated
data loss
prevention

Archiving/
e-discovery

Security
Informationand Event
Management (SIEM)

Security awareness
Identity and access
training for employees
management

Q: Which of the following security controls are in place or planned for the next 12 months? (base: 191 financial services providers)
Source: Arizent State of Consumer Privacy Survey 2021
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Conclusions
• Consumers say data privacy is a key factor in choosing which financial services providers
they will work with but in reality they are doing very little to educate themselves about
companies’ policies or to take steps to monitor, manage and protect their data privacy.
Rather, consumers are seemingly waiting for institutions to make a mistake, putting banks
and other providers at risk of losing those customers in the wake of an adverse event.
• While almost 9 out of 10 U.S. adults agree financial services providers should be more
transparent about how customer data is being used/shared, limited customer engagement with posted privacy policies suggests companies need to find other ways to proactively communicate their practices to customers.
• Current attempts to engage with consumers on the issue of data privacy are not resonating. Despite widespread concern over the threat of data breaches and identity theft, consumers remain vulnerable. There is an opportunity for banks, lenders, financial advisors
and other providers to provide education, services and technology to help customers
better protect themselves.
• Most businesses in the financial services sector have moved beyond addressing the minimum regulatory requirements on data privacy and are approaching their data privacy
strategy as a platform for transforming their business and driving a competitive advantage. However, financial institutions have failed to adequately communicate the benefit
of exchanging information for better offers, improved service or more personalized
communication. Pressure is on financial services providers to demonstrate the value
of services like account aggregation if they hope to leverage consumer data to inform
product development or unlock potential growth opportunities.
• Data security, data governance and technology are all essential elements to a successful
data privacy strategy. Financial services organizations need to allocate resources appropriately to ensure a well-rounded approach to privacy.
• Banks, lenders, wealth managers, and other financial services providers are still largely
relying on PINs and passwords, network device identification and transaction monitoring
to authenticate customers and detect/prevent fraud. Opportunity exists to move more
quickly into next generation technologies and approaches.
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About Arizent Research
Arizent delivers actionable insights through full-service research solutions that tap into their
first-party data, industry SMEs, and highly engaged communities across banking, payments, mortgage,
insurance, municipal finance, accounting, HR/employee benefits and wealth management. They have leading
brands in financial services including American Banker, The Bond Buyer, PaymentsSource, Financial Planning,
National Mortgage News, and in professional services, such as Accounting Today, Employee Benefits News,
and Digital Insurance.For more information, please visit www.arizent.com

Interested in learning more about how to put Arizent’s full-service research capabilities to work for your
company? Please contact: Janet King, Vice President Research, janet.king@arizent.com, 207-807-4806.
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